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Ptz Al AE I HLEI L ATE TCP 2 BT — AN AT0AE 2 IR ARRZ M IAE ARG S5 i
A 3% TCP HERIFUATE S, EXAE IR A= 224 . e WAL= 22 2 HoR
4 SSL. SOCKS #1%:4x RPC 4.

7t Internet [ FHZmAEr, @ H A XL EEE (IPC) HLHIR S AN A 2R ) 2 4 Py
BATACIE . RAATRIN A IPC 4afE4Z 12 BSD Sockets AL =421 (TLD.

1t Internet "R 22 4 I 55 1) B AR R AR EL 1 IPC SR NN 22 4 3CHF, i BSD Sockets
e 4%, HARMGRALFE R SEARFIGIE « 2088 N2 5 5 1 A2 #0545 « Netscape 23 7] B IX AN L,



B2 RBRRSWRHULR

e TR SRR RS (i TCPAP $24t) JEah By 2e 424z (SSL) Pl SSL 4
MW, Wi 2-6 Fron, LiAE SSL BT, XUl i e il A sk, 27
SO IAE. ARG EE S Mg SSL il E, it EEREURS B, R4hE e, h
i Z AR5 & SSLR A9 ST S U aiE,  AHR K S s A 4 AT A e Frs 8 5 5K
IR, SSL AR 2 R B, AR (O6T SSL 2 N K IE S
9.5 1),

2 MY
SSL#E T2
SSL it 2
)
ICZ
K 2-6 SSL &K

W 28 J2% 22 A LR )75 B PRI SO0t A i 2 R DR A B, X2 AR5 2 e H LI 3 2
S B0 b, AR TCPAP N HT, HEEN L2 24 sl (n SSL), ot & AT 15
S CABE DA Shae, A FHRSROR R TIPC Fhi. RIS, AR RAAERA T (EYE SSL
FAEAEAE, Bl AR AMECAE B AR, 20 5 oLy B 2% (1 1C RERE RERD)
KAFAE, IXFERTH P L5 — 8 2K o P S IR 4548 77 R85 2 07 2R CA KA RAES,
KTT LI CA I APEIAE AN . ) T AR FE(E Internet EIIE I PE, HAT— SSL ¥
HBER MR 5548 07 1) %% 2 07 7k 5 LLUEB B S S0y, AN EESKR ) 77 [FFRE R UETS, fEdiar
S SSL 518 J5 PN A% F = (1) 10 4 SEIR A 7 77 1R Sy B

[F) 104 2 )25 22 A WLIAR B, AR5 )2 22 LRI 32 200 RO SR LI TR R ERE. AN 2
FHRT TN W2 kS AL EE, FHAPERIAT IV, 220 R, SR
JRUIEREI NS L o X — o S BN G e A IR SS lnT LA S N e 4 m) SE ) 4
PEfE.

4. FRE%EE

Y P 7 oy SN ety Ay A S U 27 C VA vt o B K = (=B I £ 1) =7 e e D 0 O W B B = ol
Vi) PR S0 30 3 38 22 A, AR R AT TR GV AR B P AR A6 R AN ] P A5 222 A R 7 LXK il 6 A o
TS AR X 2y HAR SO AN R e A e 25K, e 20e Y 2R e WLl . A B, X Rk
H FLE B0 e 2 A ML (RS 2 [R], (HEASTT BEDX 276 [F]— A& 4 i) LAk
AR K . B, R FIE A TN AR — 44 1P aiE, I
AN ERE TR0 0 BT A R SCHR 2L B Sl 3RO HJE 224 R 55, SEbr Lot due R GG Ak
BN SO VT B N, — AN MR 2R G0 T R B2t A5 1 B AN Tl B v S it
AR o BUR)Z ISR L 1) 22 4 Dy Be— FROAN S RN B S PF 0 Beg 4544, AT AN ml fig
HTE LA B AT 4« A N2 ME— BRIt IX Fh 2 4 IRk 25 1 JZ IR

— kUt RN RS At RS T LR ] R . B SRR RN
B0 A AT E ST &, MAGH 2 Yihe. —SE 2N TCP/IP NV H & 7. i
Wi, 7 RFC 1421~RFC 1424 11, IETF #E 7 FAR sALi . (PEMD kAL T SMTP 1+




PEN R RS

H 1 R Gt e 42 iRk 55

S-HTTP & Web [ A# FH IEE SCARAL M (HTTP) (22 atfnehior, $e4t 73R %
HLE], PR ST T DLBCE PR 2 /28 RS . HAE IS 4 A LA 2 535
(RO P« S-HTTP 4243k 7% 2 1) 51 (Hash) B #FISCRE, 41 MD2, MD5 2 SHA:
Xt 2 PRV S FE, W1 DES. =3 DES. RC2. RC4 L} CDMF; X% 44 k152
FE, W RSA Rl DSS.

S-HTTP A SSL AN # FE 3R (3t Web (22421, S-HTTP W 54 SR “ OREE /2557,
SSL W 2 53045 [P AH SLERE 2 TR) (R a4 “ O35 0 “ C88m” HAT IR

bR T RIS RGAN, S ANEERN NSRS, U EH RS . W Af Internet
L E R4S % 3 %24, MasterCard A 75 IBM. Netscape. GTE 1 CyberCash %53 #] il 72 T
LRI (SEPP), Visa [H R m] HRREE A A€ T 228 58K (STD Hhill.
[}, MasterCard. Visa [E P52 & FEK A 7 C4 R ECTHE L Internet L% 2EH RS
A% o ABATI AT TAHN A A8 Sy (SET) s, e (5 R A A HE A Rt
Internet HATAT A7V XEVLHIN G GF — A UETNUR K2R, $2AEXT X.509 UEF5 1
YHF. SET br#fEAE 1997 4F 5 HRAT T —M, BIRHIEIRIRE . Bdlise et X TR~ AR
i P S UE LA S A 22 4> R GE 1) HLAA A o

A1 19 285 B R X E A MAE SR (1) %5 B/ IR 95 2 i 1n) BWD  (Browser-Web-Database,
Yy —Web—Hn 2D Jral, DANSEASAE Il FH 2 ik A .t T BWD BRI 24 0
W B 07, SRR P i TARIRIGH 73 A8 i 7 W DL A et &P 1 R g fe (it
T Web $:01, ] LIfE CG/Java %5 M pr i /E T 2 R AR e 1) 7 X B 05 i e e, DAtk
MNRGICIRTT RGBT 1) TAE R AR RIRAE, Rl REfs S A6 P 8 19 2 [ FHF Internet 4t
— WV S, A 7. IR BWD 85 S0E B AT I M 25 8 I AE A5
Internet/Intranet [ BORHHEIT o 72 SUG R P LIRSS ds i, 75288 RISl & & H
()5 7 s A LR P o 55 IR 5 A 2 TR e x4 i, JRIRE 2 B9 HA RA @R . e )
BWD # 5, 5 SCR I S 1) Web k5548 2 TR LL K Web il 554 5 808 e TRl 22 4> |,
FUEN HE 224, Rl WWW 224204 1o 22 0 B (1 R0,

2.4 H M BRI R 55

FEATH, FOR A — N OB BEA I R 5, AR B 1 X Jm 4 B S iR
AR R

241 ERMEML

1. IP #hix

FEMZE RS0, TP S A ARER AP, PTELE SR A TS BRI . TP P 2 Al
DL E N 18] - HEFE PR H o

IP HRAR A EE R Dy . TP Sk, TP KAy 20 719 (R [ S A2 A 70 A — A TR R
BERRSy s A% UTT



B2 AR SHE LR

4 8 16 19 31
&N LK i} & et ESRIRSSN S
BHRIR P& 7y Bt
= A i B Ll
P 1P btk
H 1 1P ik
AR (K, ATLL 0 B 24N

FATBE SURRETE -
® A 4bit, $RH]IP PRLIARA S . REGHLES BRI AT REAR, 51 I% 7Bl LUE
AN [ RS T K

o CLKJEZ: 4bit, BUK IP SKIGKELREA R, Pl BARSLIKEE . LL 4 54755
(R 32bit) AN, % FBERAMEN 5, RoRBEER . HA 20 5 (B

4 FHAIXSE) WBEDBERERR s 1T B KMEA 15 (B 4bit 2228 1D, Foskifii K
FE2h 60 F5 (4 545X 15), Hp e KA 20 77945, nlikflsy 40 £15.

o JRZFISAY: 8bit, IP ALY TBL, FENLATLUR I %7 B Uk W 25 B 7e S AT AR IR GG,
SRR, SR ER .

o HOUBKA: 1e6bit, FIRGTITAMEEMKE, MR, 007, &
K 65535 (Rl 2"%-1) Fy,

o HAUARIH: 16bit, Tk HRFENAWH KK B TWA 4, AT F—7
YR IR 53 BEAL 2 R bR URUE

o Frak: v 3bit, H 1bit A, HAHREHPA bit.

DF (Don’t Fragment) FH K45 2542 A5 FuV/F 2% FH a1 2l 4 70 B
DF=1, AfRVFrE.
DF=0, foiF7B.

MF (More Fragment) FHKAx 5215 A 1) 4148 23k
MF=1, J& A 7 B3 .
MF=0, ;B mEfE—" .

o rBufmFgiE: 13bit, HTULHH o BA iR P A AL E . 13bit RoRBEANELAE
WK AT LI 8192 (B 2°) ANGrBE, JEANBUALN 8 77T, i LA K B K
[ 65536 (R 8192X8) 41, LUHTTHITRR M SR P B M oK E 65535 18K 1.
BUAE I BRIR A BOE BIX 4K, 65535 ()L BRIESE AT LA 32 1)

o ‘LEAyil: 8bit, FRArALMEm, E KA AN 255, BONWRAERS . 0dl4
TEREANEE R, B, A ERE I, AU S .

o iX: 8bit, 1Z%FEHRW TP Ed 5 12 T R B SR S
1: ICMP
6: TCP
17: UDP



PEN R RS

89: OSPF
FREG RN 16bit, FEXT TP PR iSCL MRS I .
JEIP Huhik: 32bit, TP 4R SCHVE L,

H Y IP Huhib: 32bit, TP 4R SCHI H KL .

AR N T SOV E SERRAS R ISR S N RS B D7 8] 20T A AR DU diE

G ARG HT 45 B Ay IS AL M S (AR U A 7Bl WD A K. HETE & X T
SAAIEI, 3l ZAtE. AR YRS kR, FA YRS dIE R IR L I

AR, (HIFAS T 1 s A SRR AT 5 /N nT i,
K] 2-7 PFrosae b~ 1P 4k [P fEAT «

=IF: ID = OxDAST; Prote = TCF; Len: 1500
IP: ¥Wersion = 4 (Dxd)
IP: Header Length = 20 (Dx14)
IF: Frecedence = Routine
IF: Type of Service = Hormal Service
IP: Total Length = 1500 (0xSIC)
IP: Tdentification = 55943 [(0xDAGT)
TP Flaze Summary = 2 (0:x2)
ER e Sareih 0 = Last fragment in datagram
IF: ......1. = Cannot fragment datagram
IF: Fragment Dffset = 0 (0x0) bytes
IF: Time to Liwe = 108 (OxBC)
IF: Protecol = TCP - Transmission Control
IF: Checksum = OxE1EE
IF: Source fddress = 207. 46. 195 60
IF: Destination Address = 80,232 170. 133
IF: Data: Humber of data bytes remaining = 1480 (0x05CS)

Bl 2-7 1P K ARHT

2. TCP #rX

TCP JeAB/Z U, 2 LT IR AEAN AT SE A ARy Y SR Imr SE RS L i 280 S P 7 9 0

A T E L

FOIERFEWCT TCP Sk UK B (Segment) HIBEIAZH s . — M Em B & — M E
(1520 TRk O E— AR, JEHERAE 0 7T e TATIEEE . TCP Phs ik i 4

AL
0 16 31
P H H i 1
G5
Nz
TCP U|A|P|R|S|F (CARPNGN
BSIS R|C|S Y |1
G|K|H|T|N|[N
vl Sty
AIEI (O B 21 32 675
FA B E A

o Y. KA 16bit RIY 1 B W AT A A AR 1 1
o [ . KD 16bit [ H s 17 BRI A AR5 H 5 15

o T RIETT MO KIERI B S, KRREY 32bit.. TCP 4% B4R



B2 RBRRSWRHULR

WHAE A CK 32bit BRSPS 2 —Bartia) Cr—AN N EE ) s
PHEL

BN S SRR AT A B — BRI 5, KBl 32bits

KR 3R] TCP Sk 2 /04 32 fi7, K 4bits

PSR ebit RIS ) 6 MREAAKER 1bit, & T

URG: i & 2 da%

1: fHH

0: AiH

ACK: JEiF KRR N ZRAS

1. %, WA A%

0: oKk, MIRHIN S 4 2mE

PSH: PSH=1, F/niiyit=RMEHE —BIEEH N R AL G RN et X A 41k
RST: T8 A7 T A AU 5 s A b D51 R RS R e 4z o ] T 4 AR L
P AR I B K

SYN: M Fairidhs. EEREKRY, SYN=1, ACK=0, F &EFIEHK; SYN=I,
ACK=1, FoREEWEZ.

FIN: HFPROER:, ©RKIET CBRAEIRKIET .

T FOR/N: SEPRR BRI 7B, Rl IR ) B TCP Bdis Be itk o
A BAE R 0 WIERIRAT BRI T 85 RIEE « KN 16bit.

UGN EFRRTIEA B RIS A, K JE 16bit.

K2RE: M URG N | NAHM, RRIEESEHN—FIrX, K 16bit.
AEI: PR s M B 0 i, PR E A I TCP A AVELFE T

—ANEAKM) TCP 3k g5/ an &l 2-8 Fron.

=ICP: ....5  len: 0, seqg: 43550207-43550207, ack:
CF: Souree Fort = (0563
TCF: Destination Fort = Hypertext Transzfer Frotocel
TCF: Sequence Mumber = 43550207 (Dx29885FF)
TCF: Aclmowladgement Humber = 0 (0x0)
TCP: Data Offset = 28 (0x1C)
TCF: Reserwed = 0 (DxDEIEIU)

=TCFk: Flags = 0x02 @ ...

i) Ho u.rgent data

-

(]

H
1

TCF: .. .0, ..

= #eknowledgzement field not zignificant
TCF: ....0... = Ho Push functioen
TCP: .....0.. = Ho Re=et
TCF: ......1. = Ssynchronize sequence numbers
TEP: 2m im 0 = Ho Fin

TCP: Window = 16354 (0x4000)
TCF: Checksum = Ox37FC
TCP: Urgent Pointer = 0 (0x0)
=TCE: Options
=ICEF: Maximum Segment Size Option
TCF: Option Type = Macimum Segment Size
TCF: Option Length = 4 (Ox4)
TCF: Mawimum Segment Sire = 1480 (0x5E4)
TCPF: Option Hop = 1 (0x1)
TCF: Option Hop = 1 (0xl1)
=TCF: SACK Fermitted Option
TCP: Option Type = Sack Permitted
TCF: Option Length = & (OxZ)

K 2-8 TCP 3k 45#)

3. UDP t#ix
UDP [ W I RE PR A T RS IR S5, TR TR AT A A/ N AT S I R 2



W% ABRE A (% ZH)

Je, AERXFEOLT, ] UDP TR, 6 il s S AR O 12 R RRAT o
— UDP Hdl Bt — A 8 W ik ANl i 7 . UDP AWK LER T o, Q1 s :

0 16 31
P H i 1
ESKORN) S FLHAN

UDP 3k HA$E 4 M7EB, BEANFEBRINKREN 16bit.

e I H s AR S TCP Hr rAH TR

B E: &5 UDP SLAIEE K .

KU 5 TCP Sk ARSI —FE, ANOOSKEHR I TR, 6L TS5
—ANHARK) UDP A3k 2-9 FioR.

AP Src Port: lnkmown, (3548
VIFP: Sowrce Port = OxOF0S
UIP: Destination Fort = O0x0OF09
VIP: Total length = 47 ([Dx2F) bytes
UIF: WDF Checksum = 0xOFED
VIP: Data: Humber of data bytes remaining = 39 (Dx002T)

& 2-9 UDP fu345 44

i

G487 Tansth =47

4. ICMP #pil
ICMP g RIS 9 P2 90 SR 8L e I ICMP M, ML b 2% ] DAFR 5 A5 I8 A
KIPREFE R A N HJUR I OL B 8 A0% ICMP i E .
(1 1P B Iei2 v v H A
(2) 1P B A (MO0 TV mr AR 0 R e R A A
(3) IP i (AR Aak T ML H S () A A S 4 (1) 2058 H AR %
— AN EARE) ICMP ALk P an 1 2-10 P .

. Facket Type = Echo
ICMF: Echa Code = 0 (0x0)
ICME: Checksum = Ox4aSC
ICME: Identifier = 512 (0x200)
ICMF: Sequence Humber = 256 (0x100)
ICMF: Data: Humber of data bytes remaining = 32 (0x0020)

K 2-10 ICMP 3L [1f#T

242 ERANSKRS

1. Telnet

Telnet & — P DA RE e B 28 i Uy IR 55 o e e L2 A5 7 B e Fe 8 iy, s R 45
B Ui RS A LB IR . Telnet S 25 A ] FLK) Internet T H .2 —, @& FPEw A2 2
% o Telnet KIEIME BRI, REZHGTVT

Telnet 78 F2 G A EEA WG . B —MEH fAEfEEN LA A ks
(Account), RIFI AN M4 5 M2 VF 2 Internet FAHLA P R HEEMTE
KA Telnet {5 B YR, XFPF PN T-RE— Telnet H 7 #E T

BN AR EVLN G, AR AR P2 telnet WHEFHA. 14



B2 RBRRSWRHULR

Windows R4, AT DL A S Telnet 25 7 i B ¢ 5 0 B E AL V7. Telnet 4% .
Telnet i i i 11 23 T A

2. FTP

SCAFEAR TR FTP ) 3 B DS P o b AN R AL OX S L IE 174 FTP
M55 2FRT), HEEEFETH N MBLE S, ARG N FE TS BN B A T H L,
AL SCF B AR B RV AL . FTP R4S s Ik 21,

HRKZH Internet 55—, FTP W& —NEHVINRS SRS H @l —/N Sk FTP
DML 2 P AR, ERE R R YL FTP RSS2 R, JFmRGmsfr K tamd, )
A B PHAT L P IR 4, AT IS FOR R 2% P L. Bilan, FHP kB —4&m 4,
BUR RSS2 i) FH P ARIEIE— AN SO — 045 DL, RS54 S5 W BV IX 4k i 4, 8 SOk 2
S 71I% N g b iy TR 2 AVE S R 0 o A L S B 6 B E PR E BT L

/] FTP W55k, FEmfe ML FIRMAHN AR LG, il AR B 8otk
UL, EARRE— S U E AR, S ST L IE A S 2, BRAE
AR ID R4, A5 UME ey A% SCpF o XA E DL TS T Internet B IFHCME, Internet ) FTP
FHUIETJT, AWREESREANH AR — G L LEIE RS . B4 FTP St Affdiax 4
) = AR . e LS ] anonymous fE 4 7 1D, E-mail HihibE Ky M4 1E#ERIFR L T B
% FTP RS I fE =ML E, MR E NECCrE,  miJeas soy e .

N T AN, ANELEE A FTP RS % EARNLS Sk

3. E-mail

HL T BB S B AT R AR I 28 IR S5 22— o Bt S 95 73 R B SR I PE (32 3, FL T HR
PRI 22 4 ] R KBRS H

L7 IR A 5 IG5 Ao A H 7~ B IR 55 (R B P P a0 Z00HE — AN TR
PERRSS 2% LI — NP IRH . HSPEIR S5 88 55 B AR 22 (K P HBAE

LI FR 456 £h 25 7 i R A A Al 25 B A AR P 4 i JBY, 257 iR (A Outlook
Foxmail 55) N SRt ACUF A T A, D7 (8 gl B, PSR, RS ds i)y,
TSRS N B AL 2 H 1 IRAE -

H AT B-mail JR45A80H P9 A dae 0 22 WIS S MR B il SMTP TR J=j Hp i3 POP.
SMTP BRIA & H 25 o 11, TR POP 5 H] 110 3 1, HIKREBCHBE .

SMTP W iSCZRFI DI RE LR R, I HA 224 5T b . 20 ek 3 iR i o IR 40
e AR AR I SCAIE S, AT HS AT DAFE o O B ik Sl 4, P Wy 253 A7 L
B MRS R T e 0. Tl O AR 5 LB 4 T 6 5 SO i . 4 758
i FREREE, JER LT ESMTP (Extended SMTP, () SMTP) #pil.

POP PSU2 — i Fu v FH P IS e 552 W0 B AL PRI P03 ' 2 B4, BY POP2 AT POP3,
HI AT TR B FL P B A A B e Thig . POP2 15 POP3 A 254l 4R T 2 4 X TAEMY,
{EE T ARG, B AR . 5 SMTP WhlAH4S &, POP3 & H A H
1) L IR IR 45 P

4. WWW

WWW 452 B i RS, A HTTP Brisl, BRiAs 104 80. 7F Windows %
i ] TIS B & Web 5525



RS S (=B

F 5 3 S T AT (5 1) Web EARZHIMI T, R GTELE SO B i LA
SRS, KEZE Web 4525 bhi 224, ﬂiﬂl%ﬁﬁ?%?“ggr]ﬁﬁﬂﬁggy A — L R Wk A
W O RS I A, A SO P LS I AR

5. DNS

Ik 4 k55 (Domain Name Service, DNS) FF-Weif megibhl, BRI 54L Internet 3844 -6 &
Ak ok 1P bk . 347 A= X B S CZ 1 Internet Huhb o 35042 F0 TP Mkt & 20 A7 AR
DNS iR i e 2iA IR F T DNS kRS54, WA R4, FHLK G K w77
H DNS k5528 &ki%k. #, Kilk4, www.sina.com.cn ik DNS fi##74 211.95.77.3.

2.5 Windows i FH 1) W 2% iy &

¥ 2% fiir & FEAE i EETE’JHQ%TSM’EIE% A LE R 2 A%, 7T LL T i P 48R
BEAT P L ICE L T % PE A P2 R 55 5 o ARG PRGN 21— 22 1T R 25 i 2 Ok X
L ik

251 ping f%

ping 14 HRAI 57 EALES H A EALZ B ER A, el A 2wy EALE H AL
K% ICMP A, FFEN 2 B R 2 W & TE SEHLZ 0] [ 9 2 2 A5 100, I nl 278 ICMP £ 3]
IERF T ] o 24 RIS AT P HY B RIS, R P AN I FH R e S0 Tl e s R i o o 050 B
HRUM

ping 2 S A 2-11 o (FERr 24 TIRA TN ping BT B R A% =0 S E0r Ui D .

:“Documents and Settings>giwjrping

sage: ping [-t]1 [-al [-n count] [-1 sizel [-f1 [-i TTL] [-v TO81
[-r count] [-s count] [[-j host—list]l ! [-k host—list1]
[-w timeout] tawrget_name

Options:

=t Ping the specified host until stopped.
To see statistics and continue — type Control-Break
To stop — type Control-C.

—a Resolve addresses to hostnames.

-n count Number of echo reguests to send.

-1 size Send buffer size.
S8et Don’t Fragment flag in packet.
Time To Live.
Type Of Service.

—r count Record route for count hops.

—s count Timestamp for count hops.

—J host-list Loose zsource voute along host-list.

—k host-list Strict source route along host—-list.

—w timeout Timeout in milliseconds to wait for each reply.

Kl 2-11 ping ir -S4
HoAr s S E s
o -t YT EAUAWIHL B I EHUIEEE, BHEZ Crl+C BT,
® -ncount: FEEMZE/DIX ping, HH count A IEFEEE .



B2 AR SHE LR

o Isize: KIEMIEHRUHINA.

o -a: JHIL IP Mk AT AT 67 AT AL
—BAEHI R Z S ECN -t n, <L

{8 ping i 7] H IR N ping EHURA, W1 2-12 Fror.

o CzA\WINDO¥51\5ysten32icnd. exe

IC: “Docunents and Settingsgiwjrping www.yahoo.com
Pinging www.yahoo.akadns.net [66.94.230.411 with 32 bytes of data:

Reply from 66.94.238.41: bytes=32 time=251ims TTL=43
Reply from 66.94.230.41: hytes=32 time=231ms TTL=43
Reply from 66_94.230_41: hytes=32 time=231ms TTL=43
Reply from 66.94.238.41: bytes=32 time=236ms TTL=43

Ping statistics for 66.94.230.41:

Packets: Sent = 4, Received = 4. Lost = @ <Bx loss).
ipproxinate round trip times in milli-seconds:

Minimum = 231ims,. Maximum = 25ims. Average = 237ms k

Kl 2-12 ] ping 4

W ping MW HhE, W www.yahoo.com, Il Reply from 66.94.230.41:bytes=32
time=251ms TTL=43, NIZ 7R A L AL 12 0 4% Hchik 22 6] 1 TP 2% B 02 13 14 an 2 tH P Request
timed out, WIERIRILIN AL /N AARERIE H (Fth, SEI o] HEA LR PIRMESL, —Fo
AN, Gy Pl M EEIRDUANE o B v] LIS A 2401 ping i 2 KA 2R — s o,
W ping www.sina.com.cn -t -1 1500 AWrHh ) H (1) EHUEE SR, I HAKRKNLEN 1500 F
AT, MR WA 7R Request timed out, MIZEIR 4% 2 AR SEANIE , U1 SRASZ 4 B 7R Request
times out JIZEIR G sl I A2 T 1), B M W N TR BlG AE R AN

ERIANTE DU R, 767K Request timed out Z {if, ping %54F 1000 Z=F> (1 #) [ymffa)ikAEA
Mo SR (] o W SLIE I ping BRI H AR RGEL I WAE IR A B, DR A, w7 mf
RE AL AT IS Tl A e IR (Ml o IS W] DT ] -w (B IR IR 5 BEAC IR [ PR R I

WERPAT ping ASKL, WIAT LAFTINM R AR LA LS 71 ZANIE @, 4535
RO EA W, 1P IS W RAAT ping Iy MILE A5 ICiRAE ], T4 1) AR 7T e
HE M 2% R GE ) AT L B T 10T, ping P R REORUE 4 57 LS B B FENLRAEE — & 1))
AR,

H4h, T ping A4 A LA B HIRUR EVUE BAE D BRI FB, Bk, T
M5, VP2 EHLRIPTKERRCE T “IE487M5000 ICMP A7 SXFE RN, X FER LR 2T
% ping 2|1, B, @4 ping www.sohu.com, R[H{F & Request timed out, & KI5 1%
FHATL, MLk b, T 2 0] UE S UG %Rk 55 45 1.

2.5.2 ipconfig 8%

ipconfig M T 24777 AT ox TCP/AP BLE AR B WIFT A AN & I sCHIs 4 R4
W'H . ipconfig M4 M i H S Ekg Lk -

ipconfig [/? | /all | /release [adapter] | /renew [adapter]]

PRI ZH BT

® /2: BJK ipconfig MUk =R S 1) e SC U EH o



% BRE R (4 =H0)

o Jall: WIRTAMIMERL.

® Jrelease: AFREMIGEHLAS (BAUERLES) Bk [P bl (JUEH -+ DHCP).

® Jrenew: ATREMIGERES (BAMIERLES) BHr [P bl (JUEH T DHCP).

AT Z 41 ipconfig 4 1T LA 2 1)(5 B & 2-13 iz, A04E IP Huhik, M HERS
LSNP

= \WIRDOWS\Systend2icad. exe

:“\Documents and Settingsgiwjripconfig

Mindows IP Configuration

[Ethernet adapter _-F'H'h ﬁ

Connection—specific DNS Suffix . :

IP Address. . . . . . . . . . . . = 18.132.145.15%
Subnet Mask : 255.255.128.8
Default Gateway - 18.132_128 .1

K 2-13 EEANLIP KE

1§ ] ipconfig /all W] A2 Z {5 &, BHEEN4. DNS RS-, 45528, MEERE
2R PR L . SEHLAY TP Huhk (IP Address). F M #EfS (Subnet Mask) LA ER A M ¢ (Default
Gateway) 5. WKl 2-14 Fro AR H ey 2 278 A 1 IP BLEAR B

: \WINDO¥S\Systen32\cad. exe 4

Default Gateway : 18.132.128.1
IC:“Documents and Settings’giwjripconfigrall
Mindows IP Configuration

Host Name :oguj—win

Primary Dns Suffix 5

Hode Type : Unknown

IP Routing Enabled :

WINS Proxy Enabled

[Ethernet adapter _-f-:'ﬂﬂ ﬁ

Connection—specific DMN8 Suffix . :
Description : D-Link DFE-538TX PCI Fast Ethernet A
ildapter (rev.B>

: AA-A5-5D-F4-1A-69
Dhcp Enabled
fiutoconfiguration Enabled
IP Address. . . . . . . . - - . . A.132.145.159
Subnet Mask 55.255.128.8
Default Gateway A.132_128_1
DHCP Server -128_8.253
DHS Servers : 211.97.184.1688
218.77.192.88
211.97.168.129
211.94.33.193

HetBIOE over Tcpip

Kl 2-14  WoRFTAM P ELEE R

ZHUrenew [FINREL EHHRE M4 IERCas CHORTREIERCE, WFRPTT GRS ) 1) DHCP
BeE . B EAAEM R A ZERECIP FFLEs L rT .

2.5.3 netstat %

netstat 172 1] H K 7~ A7 #) TCP/IP #%E$#%. Ethernet Ath5 S M HIESE, Netstat iy 2



A= R

netstat [-a][-e][-n][-0][-s][-p proto][-r][interval]

netstat -a 72 ¥ BRI IEH:, 1 netstat -r 172 H T B B th R ANE 301582 - netstat - iy
444 R Ethernet Zi1H5 5, 1M netstat -s [ T~ W st MM SETHE B o WS netstat -n,
AN e HuhE Rty 15 e 4l 44 0k . WP 2-15 s 28 netstat -a iy 4> I PR HH s

\WIRDO¥S\Sy=tem32\cnd. exe

Local Address

gquj—win:

gquj—win:

M 2-15 R LA 2,

B RS R A LA T A

254 tracert 8d

epnap

Foreign

Kb

)

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

b5 .nsgr.hotmail.com:-1863

K4 2-15 netstat -a iy 2% HH s )

B MARE SRR

x|

ESTABLISHED

VAN R a0 1, o 2 1 FPIRA A LISTENING, X7
2 AT IEWRIR A, WA FIAb T L L Fe A 1 PR A ESTABLISHED, 3£

Fo

I 7] H AR AIEAN R TP AA7 I ] (TTL) (B ICMP 23, tracert 12 Wife /71 2 H br
PR h o AR R REAN B e 28 (e R B G iy 2 AR A B TTL s 1, 4%K
Pt B TTL 980k 0 I, Bt “ICMP CUER” MyH B KIYR RS . tracert S5 &% TTL
1 RIS R, I RE S AR ORGSR TTL 1634 1, B3 H AR Y i TTL ik 215K
B, AT B b o 0 It A A v R) 2% s A R “ICMP B I (RTS8 o tracert iy
AT Ak [H] “TICMP TN 71 SN R A28 v 0 3 i 1% R 242 1 9136

tracert i 2 I HVEZR 1 W& 2-16 P

v C:A\WIRDO¥S5\System32icnd. exe

IC:“Documents and Settings“giwjrtracert www.sohu.com

racing route to pagegrpl.sohu.com [61.135.158.1451

lover a maximum of 38 hops:

11 ms
28 ms
21 ms
13 ms

i
2
3
4
5
6
?
8
?

1@.132.128 .1

1922,
1922,

168.132.13
168.132.1

1@.5.1.57
18.8.8.2
6@.232.08.1

211.
211.
211.
219.
219.
282 .
282 .
282 .
282 .

27.172.114
94.44.161
94.52.249
158.28.213
158.141.125
96.12.38
186.193.178
188 .47.22
1688 .61.117

Request timed out.

K 2-16

tracert iy 2> 7~
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255 net®m%

net T4 &M 4 A PR LN A, BAUEMERE A T AL, BOAE
IDIREIEH SRR, HIOERE — N EMAMLE a4, BEA net /25014, IRz B

net [accounts | computer | config | continue | file | group | help | helpmsg | localgroup | name |
pause | print | send | session | share | start | statistics | stop | time | use | user | view |

N, E RN TR T

1. net start <service name>

1 H] net start <service name>fiy% 1] L) s Al = HLEGZC FE BT R ARSS - 1, ] net start
telnet 5 °J LLJA A 1L telnet R4S, Wil 2-17 fros.

Kl 2-17 35 telnet 55
2. net stop <service name>

1 net stop <service name>fiy 2K A5 1L AR B RE ENL L ETFF A RS . WITE Windows
2000 [¥] cmd shell 74> net stop server, Atn] LA 15 Server K52 KBRS, & 2-18

I
Distributed File System
Computer Brouser
Kl 2-18 {51k Server [ 552 KIK IR 55
3. net user

{§iFH net user iy % FHRPAT B G TR P A CHIERAE, WFHa Ik MBRK - AERE
W PR I ARG AT ST net user, AILAECR A A, Wil 2-19 PR
(1) BIEHIK 7 . M net user peter 12345 /add w4, Bridt— A 444 peter, 444
12345 ({7, BRINHK user ZLE b, W1E 2-20 oK.
(2) BRI . {84 net user peter /del x4, F¢HI /" 40 peter A MIBR, &l 2-20
PR e
(3) ZERFEAK . B 123 AN CAAER K, W{EH net user 123 /active:no i
A, R A 123 I AR, Wil 2-21 R



B2 RBRRSWRHULR

=10 x|

C: >net user

\\o-JN R PP

UmUARE_USer Administrator Guest
R_YO-JN ITWAM_Y¥Q-JN TsInternetlser

K 2-19 BRprEHm

Kl 2-20 G FImER A

sactive:ino

er 123 ractive-yes

C:\>net user 123

K221 AEFHANEEEIK S At

(4) WEHANK . Ad ] net user 123 /active:yes, G HI 4400 123 Bk, Wil 2-21
PR e
(5 EHEMPEE . T net user 123 x4, AFH P40 123 (WA G OL, A4 H P
T PPRAS . A RO BT E 4L S S R A
4. net localgroup
net localgroup 4 FH T A AU P A LS BT A OGHAE . AT S0
net localgroup BIZIH 417 A - 2. v AR BRAEIEAN K P 427+ Administrator 2H K 7,
F17% 43 net localgroup groupname username /add. 130 I [ A 7 0K 123 8 2058 21 5 41+
%, "TLMEH 74 net localgroup administrators 123 /add, 123 Wi A8 # 4L A 1, 3R T
EHIBR . H 44 net localgroup administrators 123 /del, v SEELAE 123 H 72 ik N 2R
SIALMER . A3 H net localgroup iy Wi 2-22 Fis.

calgroup administrators 123 sdel

K 2-22 1] net localgroup fiv %

5. net view

net view i 2 % X W 2-23 Fros.



% BRE R (4 =H0)

FRAH

2

G
llig i

MET UIEW [~“computername [/CACHE] ! ~DOMAIMNL:domainname]l]
MET UIEW /HETWORK:NU [““computername]

K 2-23  net view 1T A kS

1 FH| net view /domain:workgroupname K 25 4 & workgroupname [¥135 - (1] B T &AL,
UIHAAT net view /domain:mshome, 7845 RUNE 2-24 s,

K 224 EFBA T EL
6. net share

ANl 2 net share I Wos AT EHL LA ILE 000, Wil 2-25 B

=18 x]

FPFEE . net share FLFEZYEAZ /del
Wik IPC$HL=E, A H#r4 4: net share ipc$ /del

256 nbtstat 5%

nbtstat (TCP/IP ] NetBIOS Ziil-%din) SR H TH4L T NetBIOS M4t ik -
12 ] nbtstat, T CAETE AH T SEHLEGE FE T ST 1K) NetBIOS 44 7513 .

i FH I T

® nbtstat -n: T BIRAFAEEARIN 4 P RIS FE) T

® nbtstat -c: H T 578 NetBIOS 4 7 il A7 N 45 o NetBIOS 44 7 w22 A7 HI T 121K
5 ARV HEAT T (1) HAR T 5L NetBIOS 441 IP Mkt .
nbtstat -r: FHTVE R E BN NetBIOS 4 7 5 iH 2247
nbtstat -a IP: @i [P Box 5 — BN ELH IR P AR, BRI N ARG
JIVHSEALE CIB4T nbtstat -n —FF . PATEE R MK 2-26 iR
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18 x|
C:s>nbtstat —a 18.132.131.135

S

Mode IpAddress: [18.132.145.1591 Scope Id: [1

NetBIOS Remote Machine Name Table
Mame Type Status

{rir1v] UNIQUE

MEHOME GROUP

999 UNIQUE

999 €2@8> UNIQUE i
MSHOME <1E> GROUP Registered
MSHOME <1D> UNIQUE Registered
-.__MSBROWSE__.<#1> GROUP Registered

MAC Address = BB-B7-95-D3-E6-58

K226 s b BIFSEHLINY B IERA, 7813

257 ftp&s

FEARN fip a2 WA TR B dn SATHEN fip JEIHIZE, IR fip R RAT, XMW %
Al DUEEN help SREFF B (fT] DOS iy & & n] LIE i v/ HAE B o

HOC R RE, HEAE fip MIRRTT NI “open AL IP fip w117 [FIZERIA], — i
FBGAAE 21, ATRAAE, BEEMAGVER P A3 AT 8 5%, X HLLARE 4 fip A B4
1t user J5 I, #i X\ anonymous, {£ password )i [HI§iI A — IR HOMEAE N 14, Wikl 2-27 s

wWERTH - fp

ftp> open ftp.pku.edu.cn

Connected to vineyard.pku.edu.cn.

2208 vinevard.pku.edu.cn FIP server {(Uersion wu—-2.6.1¢(1> Wed Mar 28 15:17:48 CBT
28001 > ready.

Uzer Cvineyard.pku.edu.cn:<{nonell: anonymous

331 Guest login ok, send your complete e—mail address as password.

Password:

Kl 2-27 A fip A%

BN R BAR A AT T
e dir: R DOS % —Ff, JHTEBEMFSERIICI, HEEA dir F%, o] UG 2
Ut fip Ak 5a% LROSCrE, i 2-28 s

FlarsRaH R ]

fep> dir

208 PORT command successful.

158 Opening ASCII mode data connection for ~hinsls.

512 May
512 May
781852 Ape
2344 Ape
55968 Ape
598764 Apr 1ibnz1.
i8 39568 Apr nswcompat .so
226 Transfer complete.
ftp: 461 hytes received in B.BBSeconds 4610008.00Khytes/sec.
ftp> get libnsl.so
208 PORT command successful.
158 Opening ASCII mode data connection for libnesl.zo (598964 hytes)_
226 Transfer complete.
ftp: 592142 bhytes received in 47.318econds 12_5Z2Kbytes/sec.
Ftp>

Kl 2-28  fip rs-as LSCAFgIER
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od: FHTHEANFEA SO

get: FIT NECSCIFRIAHALES -

put: M T EAESCHFRIERE RS A% . X ER RE fip RS 4s 2 s T T SRR .
delete: I T-MIBRZHE fip Mkg5ds ERSCHE. XA ZIRUEA 7] 5 AR .
disconnect: I T-WiIT 4 ariE+z.

bye: HTIEH fip A% .

quit: [A] L.

258 telnet@®w?d

telnet /& I RESR K PG K 2. EERAER S, WFEAAH B SRS —F, W~
VEEENT telnet 4L

Jiik—: telnet FHL4 (P,

JNEZ: HEKIN telnet, Z[MIZEGE; ARS/EIRRTT I open IP JE[MI%E, WIREFRA
I, NGR4T, N B I R AN SR )

E NI P 24 R R S AR S S S T telnet 3, IX I H P AR AR EAL E AT
TAHM IR .

2.6 MM T A——Wireshark

W25 3 HT AL (Network Packet Analyzer) 1] LA Bl 25 55 B 53 4l 3¢ 0 8% Hh AL A0 508 B
FAFHr i B 05 B . bR s I 25 29 B T A5 Wireshark. Microsoft Network Monitor. Capsa
Packet Sniffer. NetworkMiner 5. W% 73 At T R [WHTIE) 72, W24 BE O3 A% H B R A 194 % i)
R, W22 A T RIS RS A A5 R e A A DG I, 8wl LU FH ek 2k 3B AR a5 Bl
BRER, E A o] DU ek sy S 2 SO A G IR . 248R, as /b “ oo a1
NHE RT3 — LU (5 B .

W 240 347 T H Wireshark, JLHT 5 /& Ethereal, & H AT HiiAT IR0 TR —,
‘B HEA R YRR

® ¥ UNIX Ml Windows -5 .

1 W 48452 T SERHR A

AW~ AL B PR PR S S

A DUT /AR AR Ao

A DU N/ AR R e SRR ) A 2
CINVSTiECEZ L= WU/ Z TR
CINPSTiBORE e Wi AT

Wi e 2 MR SR,

B Z PGt 2 HT .

I T 5 2 G AT 2B R H 194 4% 23 B T2 Wireshark.
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2.6.1 Wireshark ByZ 2t

1. T3

A LA A Wireshark BY 77 99 3 T B85 BT IROAS I BPE, R hittp://www.wireshark.org/
download.html. Wireshark 38 ¥ ¢t 4~8 J& ] AcA—UCHTCA,  HATHISHTCA ) 1.8.4. I&W]
PLIT 5% Wireshark-announce 141363815 Wireshark A& AT 7 5o

2. BEIRK

Wireshark 1] LUIZ177E Windows F1 UNIX 12N 2415 1, Horf Windows #:4E R4t FE
Windows 2000/XP/2003/Vista %5; UNIX/Linux #4F R4 T 44 Apple Mac OSX. Debian
GNU/Linux. FreeBSD. Solaris. OpenPKG %5, Wireshark it & iz {7 IR HK A

o {Ff 32 /i x86 5L 64 { AMD64 (x86-64) AbFEZE:

e 128MB W HI RGN A+

e  75MB nJ FHEEEA (0] CUNSRARCRAFHIPE SO, 7R 2R 2 ) )5

®  800X600 (ZEIN 1280X1024 BB ) 7%, /b 65536 (16bit) .

HER MR AR LUK o8 R K.t Wireshark Ji&/Z 1 H] Libpcap/Winpcap,
Ft S e EEGHEIRRIREE, X+ Wireshark ZEA[FE & L AER M LEE: O F s, X5
ANFVEGNN4H, 2 Ulhttp://wiki.wireshark.org/CaptureSetup/NetworkMedia.

3. J& Windows T %% Wireshark

AT ERITTE Windows I “%2% Wireshark — 1 i1 .

T # 1) Wireshark — 1f ] 22 3 00 1) 44 FR IS ALl Wireshark-setup-x.y.z.exe, Ul Wireshark-
win32-1.8.4.exe. Wireshark %4340 4407 Winpcap, FTDAATRE MM 2die, RFEET
% Wireshark Z4e U IFPATE RN o fEgede R, WA TR E ER, R ERFFEA
PIWE . e DU R ARE A, i 2-29 Pios.

W Wireshark 1.8.4 (32-bit) Setup

Choose Components
Choose which Features of Wireshark 1.8.4 (32-bit) wou want ko install. ﬁ

The Following components are available For installation.

Select components ta install:

; Flugins | Extensions
= Toals
Uset's Guide

“Description
Space required: &4.2MB

[ < Back ” Mext = I [ Cancel

K 2-29 AL

IX LI PEALFE
(1) Wireshark: Wireshark GTK & —/ N1 7 SR Mo #T 28
(2) TShark: —NEETFar AT Hr T H,
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(3) @9 R (Wireshark, TShark 73475145 ):
Dissector Plugins: Zr#rddifl, i A4 & 41
®  Tree Statistics Plugins: BPIRZEVHEM:, Zirt THY JE.
Mate - Meta Analysis and Tracing Engine (experimental): 1] FCE [P /ridyE51%, S
Z http://wiki.wireshark.org/Mate.
e SNMPMIBs: SNMP. MIBS {41547 -
(4) Tools/ T H (KL SCAF B 0 fir 4T THO:
Editcap: IR B — MRS IFAEIL B2 BB 5 N 55— SCA R
Text2Pcap: JHAKAH ASCIL JE 753t il e A7 B libpeap g 2 A IR ST
Mergecap: J1 345 2N IR SCIEA IF B> B it SCPFRORRE R
Capinfos: &R SCAIE E
Rawshark: &M shtlid jgds.
(5) User’s Guide (FHPP TP : AMbzze g T WRAZEEH P TN, ok “3
Bl SR BRI OR B 42 B K 45 A PT RE L V) Internet.

2.6.2 Wireshark £5 1

1. /&%) Wireshark
Wireshark 423 il 2y, nl LId I T4 =% 5. 5 3)) Wireshark #2775 o 78 3= 5L 8% Capture
SERI ] LI R B R 1) I 28 42 D IR B R, T S A 2-30 s

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

PE oW BEEX2E Qes0T2(EE Q0N #DR

Filter w | Expression.

o Time Source Destinatien Frotocel Length Info . ~
316 302.67522300192. 168, 0.103 61.125.59.57 Tcp 6 ipdr-sp > 500 .
317 306.2784060ishenzhen_7&:de:d?  LiteonTe 3b:e5:l0  ARP 42 who has 192.1 I
18 306.2785170LiteonTe_3hies:l0 shenzhen_78:de:d? ARP 42 192.168.0.103
318 307.30080400192.168.0.103 58.48.111.62 UDR 50 SOUrce port: ﬁ”%*ﬁ
320 307.47426400192.168.0.103 58.48.111.62 upr 106 source part: —

>

® Frame 33: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface 0 N
# Ethernet II, src: LiteonTe_3b:ef:10 (70:1la:04:3b:ef:10), Dst: shenzhen_78:de:d7 (00:07:2¢
= Internet Protocol version 4, src: 182.168.0.103 (192.168.0.103), Dst: 221.123.176.75 (221
wversion: 4
Headaer length: 20 hytes
# Differentiated services Field: 0x0Q0 (DSCP 0x00: Default; ECN: Ox00: Wot-ECT (Not ECN-Ce

Total Length: 184 ﬁﬁ@)
Identification: Oxac7d4 (44148)

# Flags: Ox00 > *J
Fragment offset: 0 QH} H
Time to Tive: &4
Protocol: UDP (17)

| Headel ksum: Ox7eea [correct]

Source: 192.168.0.103 (192.168.0.103)

pestination: 221.123.176.75 (221.123.176.75) b

0010 00 b8 ac 74 00 00 40 11 % cO aB 00 67 dd 7h
0020 b0 4b 11 9d 1f 40 00 a4 54 aj a5 00 04 00 68
Q030 00 00 03 e3 00 00 00 6a 00 05 00 04 00 00 00 OO0
0040 00 00 O1 00 00 Q0 00 00 00 00 00 00 00 00 00 00
0050 00 00 00 00 OO OO 00 OO 00 00 1a 75 ad 36 40 55

ArEA a0

Lo
O ® Header’ checksum (\p checksum) 2 byt F‘ackets 320 D\sp\ayec Prnh\e Default

K 2-30 Wireshark 1% 0

—

Ay
of 5
1Tk

2. EHUREAI G

FRZ BRI SRR —FE, Wireshark =% 1201 R #8421 k-
o i FTIFA&FIIIGE.

o T TEF: FRULYHETS R R &R I I H K DhRg
o BT AR FRALAIE Y[ BoR A I T
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o HURUAIEA: WK 2-30 HEUR A AEA H BRIT IR SO B AT TR A AR 4
Bo Wl SR ITH B PEA TS DU SR AE S AR R R a0 R

7D .

BN R ORTERR B A ok v R B G B 2 R
AL R BRI BRI SR A T R L K R JE EL e R gy
FAH IR RS — B N 2RI, SRR R R s Y T A 2R
LA SR BRI D) REAS T —— ik, A5 FH SR 5000 Capture Analyze, ‘T 1ELFE
IR syl an i 2-31. B 2-32 P . Horb JLANE R i () Shgefiid wisk 2-3. &

2-4 fi7No

mgtatistics Telephony Tools Internals Help

i ¥ Display Filters... Ra G F | W MMm

Display Filter Macros...
Clear  tfpply  Save

Apply as Column

Apgply as Filter Selected

3t : ”
’-m Analyze  Statistics Te 5| PrepareiaHiter »| Mot Selected 1

... and selected 3

3t
B Interfaces... Crl+l ¢ B Enabled Protocals. .. Shift+Ctrl+E . stselsctad i
@ 5 3 Decode fe.. and not Selected HE
| § . . :: 3 User Specified Decodes. oEnot Selacted n
| L | J e Cnsmenos bl e
34 C Fais Py 3 54 membership reg
o & stop Ctrl+E n[ 5 i : il 66 high-criteria
- “ Restart Ctrl4+R ; ff 561 € P 109 source porti n
i ) 3 5 Expert Info el 109 source part: n
13 @ Capture Filters. .. [ A
L faiee Corwersation Filtar »
ETT T TES TN TTA = AR ima mee Taima e e
& 2-31  Capture J3¢ 100 ] 2-32  Analyze 3L

% 2-3 Capture F AR IR A

SKERIN AR
Interfaces... TE A RO AR HH Uk B LA T AR 1) P 2542 1
Options... FITT U Al 38 T 0 G HE
Start SERIFFAGH B, BN SRR — IR E
Stop 5 IR IEEEAT I 4
Restart IEFERFATHESRIN 45 3 4R, I FIFEI 3OS O i, (AR A b T H
Capture Filters... FITPRIIRHE, Sl g v s, rLlar vy, ORA7 A A S S 8 ]

% 2-4 Analyze £ EF AR IIAELL A

SKERIN AR

Display Filters. .. FIIFI e TR AE g L Ve B s, TRl ar A4 uE veE, R HoAhds A A ]

Apply as Filter

S AT P R I F AL BN o MRAEIE PRI, 2T B 7 BB UK AE Detail
ARG FE K B 7B

Prepare a Filter

AT IR, HASSIRIN o RS S L R I AT Sk
7E Detail [hiHREFE K P T-BL

Enabled Protocols...

AT SRV AT
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2.6.3 HIEEHHK

1. &HFEHE

1E Capture 5.1 E£E 7 LI Interfaces..., §1JT Capture Interfaces CHfi3fHz 1) XHHAE,
el 2-33 Frase SEFEARN SR 1, 4% Start $ZHIT A6 IR A (. 7 2E+¢ Options 4%4H, W]
34 Capture Options CRFEZETD X UEHE, Wik 2-34 Pros, Al DO — S e gt T i &

i ¥Wireshark: Capture Interfaces

Description
i[v]iy Broadcom 802.11g OREZIMh
O &) Realtek 10/100/1000 Ethernet NIC

IP Packets Packets/s
192.168.0.103 5 1
[ [ 5 ]

& 2-33 Capture Interfaces XJ i HE

! ¥ireshark: Capture Options |- ||1:||r><|

Capture

Capture Interface Lird—layer headerProm. ModeSnaplen [B]Buffer [MB]Captu
Realtek 10/100,/1000 Ethernet H:-+ Ethernet enabled default 1

Ll

Realtek 10/100/1000 Ethernet Fer Ethernet

enabled defanlt 1

>

[] Capture on &ll interfaces
Capture all in promizecuous mode
Capture File(s)

File: ||

| [ﬁrowse. A ]

I:‘ Use multiple files Usze peap—ng format
1 o 1 [ b
ext file every 1 egabytels]

-Stop Capture ...-

[l atker
[]... after
[1... after

Manaze Interfaces

Display Options
Update lizt of packets in real time
futomatic serolling in live capture
Hide capture info dialeg
Name Resolution

Enable MAC name rezolution
D Enable network name resolution

Enable transport name resolution

J

[ Start Close ]

& 2-34 Capture Options X} ifHE

G L] 2-34 HRXLL Capture £ H AYZEANE I, 3 ] 2-35 7R Edit Interface Settings
(R BCED WEHE, Wos U A, et Hrh SR kAT 30 8

e Interface: 1% 7B/~ TIHATHITEH O,
IP address: ‘@i ) IP Mk, S ZgukdRe 1P #idlk, $5<s 8754 unknown.
FRAEA SeR e ik N, R R R BRI T,

°
®  Link-layer header type: HEf =26 KA,
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o  Buffer size: H A THIFEMIZEMIX RN o IR T8 E 5 N K 2IREE HT IR
TEARZ O AT PR EAE R, AR EA, SR KA .

®  Capture packets in promiscuous mode: 45 /& Wireshark i f0 i, 1B 1A TR
WK TR B 1XIE I, Wireshark ¢ S effi#edk th ot HHLEAR A CAREEE 8 JR s
W B )

®  Limit each packet to n bytes: &AL, BRI E. WRZE Rk
T, BRIMEA 65535, XAMKLIE ] TR 2 Hbhill.

® Capture Filter: #5@ AR Eds, BRUNHIL T 221,

7l Edit Interface Settings

Capture
Interface:  Broadcom 802.11g QR]EEIMh: \Device\NPF_{4BC2B203-0CA5-4D37-AFO5-23B28604B48CT
IP address: JT 3 1

B8.0.103 1
Link-layer header type: Ethernet ﬂ
Capture packets in promiscucus mode
[ Limit each packet ta | bytes
: e
Buffer size: |1 # megabyte(s]

[Capture Filter:] | | [compile sEF]

& 2-35 Edit Interface Settings %} iEHE

7EWE] 2-34 1, AT LAX} Capture File(s). Stop Capture. Display Options. Name Resolution
SEIETATRORE, -
e File: F&@ R THHRMISCMT 4 . ZPBERAEE H . WERIRFF S A, ik 2
FEAEAEIRIN ST W] DA SCACHE A D AR AR A T TR S o 1, BB SR AL
®  Use multiple files: 41545 E &AM RIGFE, Wireshark K525 H 32 me— N8 A
A AT MO, U1 Next file every n megabyte(s) e 5 W1 Al KA A =L TR
A, KU BNE .
Al 5¢ T Stop Capture., Display Options. Name Resolustion [#]5%-12E TUA SCA L4 A4,
HARN RS2 AT A8 ] T
2. WEERL
Wireshark 5T Winpcap i 3848 A i 3R 34T I 98 . iy as M S pe A
ASCI F47 e, IR EA L E M IERIAI, T R BT A B8R, A0, A
AR JGHALN true IELA PN T BERRA 0T DL HE DG FRa AR UE — 1A,
U “ether[0] &11= 0" FoRFIRITA M Z RS HRARS IELL L T LLEE S Is N s
HAF and (&&)~ or (||) Flnot (1. WAFALIERS “ip.dst == 122.97.252.78 && http”, Kid
JEH I ip Huhb 122.97.252.78 1) http £, Wil 2-36 Fior.
3. BB QAR AT
Kl 2-36 o e 0 il SRR SCHEAT AR (0 S 7 F T, H iR 20 4 23 B T AR X b
SRR IRE R o EERAR 3BT N SON I EL A AR, IXFEA REE TR AT LR AR SC,  an 8]
2-37 & 2-38 Jros s Alesxt 1P #pi . TCP B HTTP WM IS 73 Bt o 5% T 0037 T ) 4
A, XEAFVEANHE, 5SS RA OSNTT N TORR B AR X LeA g 1) 5 .



T O RN TTIT AT

SEdea BEXXTE

Filter: |ip.dst == 122 97.252.78 && http v |Expression. .. Clear Save
Destination Protocol Length Infa
122.597.252.78 HTTP 547 GET /fresourcereport/index.php?operate=localactive&cli
122.97.252.78 HTTP 547 GET Jresourcereport/index. phproperate=localactive&cli
122.57.252.78 HTTP 1017 GET fresourcereport/index.php?operate=localactive&cli
122.97.252.78 HTTP 370 GET Afavicon.ico HTTP/1.1
122.97.252.78 HTTP 547 GET Jresourcereport/index. phproperate=localactive&cli

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

Ve 2T L EE QQaf | BER%| B

Frame 11: 547 bytes on wire (4376 bits), 547 bytes captured (4376 bits) on interface 0

Ethernet II, Src: LiteonTe_3b:e5:10 (70:1a:04:3b:e5:10), Dst: shenzhen_78:de:d? (00:07:26:78:de:d7)
Internet Protocol version 4, src: 192.168.0.103 (192.168.0.103), Dst: 122.97.252.78 (122.97.252.78)
Transmission Control Protocol, Src Port: ms-sna-base (1478), Dst Port: http (800, Seqg: 1, ack: 1, Len: 483
Hypertext Transfer Protocol .

00 07 26 78 de d7 70 1la 04 3h el 10 03 Q0 435 00 -E.
02 15 17 85 40 00 40 06 29 Ge cO aB 00 67 7a &1 gza
fc de 05 c6 00 50 15 eb 4 09 o4 78 0d b0 50 18 w1 w e SR
44 10 0b 07 00 00 47 45 54 20 2f 72 &5 73 &f 75 E T /resou

72 63 65 72 65 70 &f 7z 74 2f 69 6e 64 65 78 Ze reerepar t/index

70 68 70 3f 6F 70 65 72 &1 74 65 3d 6¢c 6f 63 61 hp?oper ate=Tloca
6Cc 6L 63 ¥4 69 VO 63 20 63 6C 69 61 68 74 69 64 active& clientid
3d 45 38 30 37 41 37 45 33 36 37 35 34 45 33 34 =EBQYATE 36754E34
30 42 38 36 36 45 44 44 34 31 43 30 45 41 35 42 OBBGGEDD 41COEASE
36 39 42 31 44 32 34 30 30 26 6C 61 6e 69 7O 3d 59810240 0&lanip=
31 39 32 2e 31 36 38 2e 30 2e 31 30 33 26 70 &6F 1562.168. 0.103&po
72 74 3d 37 38 39 39 26 of o5 6d 9% o4 3d 235 36 rt=789%& oemid=%6
34 25 36 31 25 37 32 25 37V 35 25 36 31 25 36 45 4%ELHT2% TINELRGE
25 36 41 25 36 39 25 36 31 25 36 45 25 32 44 25 HOAKGORE 1HOERZ DX
35 32 25 36 46 25 37 33 25 36 35 25 37 34 235 37 S2REFRTI ROIRTARY

ARFIH2 0% IHTARAE =

Profile: Default

&7 [Broadcom 502.11g QB ZIMh: \Devic... | Packets: 7749 Displayed:...

=l

[#

=H

Bl 2-36  HBRAT G A AT IR

Internet Protocol version 4, src: 182.168.0.103 (1%2.168.0.103), Dst: 122.97.252.78 (122.97.252.78)
wversion: 4
Header length: 20 bytes

= pifferentiated services Field: 0x00 ¢pscP 0x00: pefault; ECW: 0x00: NOT-ECT (NOT ECN-Capable Transportl))
0000 00.. = pifferentiated Services Codepoint: Default (0x00)
cew. .00 = Explicit Congestion Motification: MOot-ECT (Mot ECN-Capahle Transport) (0x00)

Total Length: 533

Identification: 0x1785 (6021)

Flags: 0x02 (Don't Fragment)

O... ... = Reserved bit: not set
.1.. .... = Don't fragment: Set
0 = more fragments: wot set

Fragment offset: O
Time to live: &4
protaocol: TCP (G)
Header checksum: 0Oxe9%e [correct]
[Good: True]
[Bad: False]
Source: 192.168,.0.103 (192.168,0.103)
pestination: 122.97.252.78 (122.97.252.78)
[Source GeoIP: Unknown]
[Destination GeolIF: Unknown]

K 2-37  xF 1P BRI S0

ransmission Control Protocol, sre Port: ms-sna-base (1478), DST Port: hTTp (80), seq: 1, ack: 1, Len: 493
Source port: ms-sna-base (1478)

pestination port: http (80)

[stream index: 0]

Seguence number: 1 (relative sequence number)
[Mext sequence number: 494 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Tength: 20 bytes
1 Flags: 0x018 (PSH, ACK]

window size walue: 17424

[Calculated window size: 17424]
[window size scaling factor: 1]
1 Checksum: 0x0b07 [validation disabled]
[SEQ ACK analysis]
ypertext Transfer Protoco]

"-[truncated]_GET Jresourcereport/index. phpPoperate=Tocalactive&clientid=EB0FATE367 54E34 0EB66EDDI1COEASEOGELD

ACCERT D ¥/RYrhn

Host: resource.yunduan. cnirin
connection: keep-alivedrin
N

[Full reqguest URT [truncated]: http:/sSresource.yunduan. cn/resourcereportSindex. php?operate=Tocalactivedclia

& 2-38 % TCP 1 HTTP W3 [FIf#AL 43 #7
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. J3HF TCP F1 UDP 3L 5[] o
. ZPAT ping i 2 T REAE U 24 B -
. AR ICMP WU RSB ICMP B0t AL o
. met A4 R LA IR G [0 £ A P T e 2
. tracert 774 SN AR BRI K IR FIE A T4 ?
. 8 netstat w40 DL T BT A(F B2
9. {§if#ir4 ping www.sohu.com [1 6000}, i [F1i]{% k. Reply from [199.188.36.12): pytes=6000] fime=127ms
[TTL=128), &R i 4 MR [ B RAN I HE B 2R X

. ITKE

9 N L AW N~

QT net SRS 2 WA IR PR TR R A 2 A s L = R G P AL 2
{8 Sniffer FEATHHE 0 A 3R S B AR B 04T, BRI SO0 ks F) ) 2B o

WAL 5k fip 954 I 8O F?

FIFH tracert fiy 4 R #5335 www.amazon.com ] H .
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