F2E KHREFEERRBFZEEELE

szl 2-1 B A2l E ) 5

[sLiIERY]

1. SRR TG & 1] 0] i 2 dE AT W A6 C B BRIy % .
2. FREF ARSI E N 2

[EIESH]
FFIBCE 0 FHCE B AR A SR, IR B AR AR B A
[Lilig#&]
PC TAE¥i—& (JZ41T Windows XP #:1FE & %40); Dynamips/Dynagen #4525 N
FEFPEL SecureCRT # 14
[SRilERR ]

AT AT SIS R, IXHL AT S A A 6 eh 20 3T Dynamips/Dynagen £ PC
A BRI S AR SE A S, il 2-1 B

TCP:3001

A2 P g Al N
—_— -
—

- ~~~co
F0/0:192.168.0.1/24

L00:192.168.0.2/24
PCT fEuk

B2-1 “BRHAsECE 1057 SEUlIAsg

TEARSZYEAEE , PC TAE 8 i 18 4 W 24 & L 4% Loopback 0 (i Loop0 B¢ Lo0) FHiE%
%% R1 APROE LK M (Fastethernet 0/0, fii#% Fe 0/0 B F 0/0) MEH:. XfH A% R1 (%]
ARECE WS PC T AR S telnet B335 SIRSTALLES B 2% 1) I W i 11 3001 SRSEIL (1 WL 5K
Wl 1-1 BEff 5 AD

[HEX#IR]

K A1 NVRAM 1 38AT A S ICESCIE Can— ANt e dAT 26— e e 3 sk
H A C B0 JR I 20 NVRAM H i) JE Shilic B0, s Bshisfric g m s (B
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Ve

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: y

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

\Would you like to enter basic management setup? [yes/no]: )
Bl2-2 BRESIE RS OB
MAIHCE 0, H ] DU ) 2 B 200 B i 2R A T A0 AR 0 S (it b s 448K B
A BETPHBNERS) o TN T I rh AR 0 B 20 ) P 4845 BN SR B TE eSS A TR K 7 i
TREYLIE, AN HAEFE . A 10S FRAS TR B A E ) T 14 7s i &P IRl e
SMA AR . TiLL Cisco 1760 ~F & [ 10S A 123 (260 (10S g 31t -
c1700-ipbase-mz.123-26.bin) A Z M A4 i H A5 C 2 1) IR o

[SLFER]

1. PC TAE3EM FHLE

B PC LAF 4 M 443G Iic 4% Loopback 0 1) TP Huhikfic & ok 192.168.0.2, 1 ML E A
255.255.255.0, BRIAMCHCLE N 192.168.0.1,

2. &it. % %5 Dynagen F7'E net XAF

FE K 2-1 527t 995 Dynagen JIT 5 Lab 2-1.net 3CfF, WU :
[ #Lab 2-1

[ ] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[1760]]
® ram = 128
€ image = C:\Dynamips\images\cl1700-ipbase-mz.123-26.1img
¢ WICO/0 = WIC-2T
€ idlepc = 0x802b3d2c

| [ [router rl]]
€ model = 1760
€ console = 3001
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}

Horrs

o  “WIC0/0 = WIC-2T” R /RAEHTH TS K 1760 (K18 28 1) 8 P4 1 R 4didl OGRSl
AN —H WIC-2T #: 10K (PEILPE A) o L ES AT M0 (7F 10S 1y
A 4704 IR Serial 0/0, Serial 0/1 251 HD
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o i ATPIIBURM RN HAH “910A39C1-3C12-48AF-AFF6-D8C98160D749”
it 0B 280 B Dynamips S8 15 19 R R VE MR S E, TR ES0IF
3. B3y, BEX¥HHERI
(1) XSt B “Dynamips Server” b5 8 Dynamips J& & R4 F2)7
(2) Al 1 Lab 2-1.net 3/, &5 “4THF 70”7 4 “dg-local”s
(3) 7E5 K Dynagen & HIEH] G P AT 2 list GERAS AT FIH 21T net T
BT el AR 1K
(4) 7t Dynagen & B 5 B4 start R1 5 IE4LLES (4% R1.
(5) dEit telnet &7 4k /7 (W1 MS-DOS 174 telnets 484 2 N FHF278¢ SecureCRT
BT ERRIB S S A .
4. A|A B E @) A E i d S R
(1) R B A B G 05, 2GR 2-2 Prosit) B 3 A s it Eic e m 348,
CH R & n) 3% A B3I E3), 7 LLGH] Dynamips J& 6 IR %5 F2/7+ Dynagen &3 & M
K& Dynagen Ifi I SCAEIE tmp B P~ AR IR IS SCEE, SR )5 FRRED8TN I 3)) Dynamips J& 5 RS FE7
Dynagen ‘& HLYE GG JF A Shi has R1; QURME I B thds, W BLEH] iy % erase
startup-config M5 5 2 e & SO 7 F F A 2 reload 08T S 2 FHAS D o
(2) ARG ESIFARCE [ AT, BN “y” JFIRI%E, THOERIRCE M 5.
--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/nol:y
(ARG : BB I RE B2 7R LLBE IR A3 s e & R rp ) ABEIN B\ CrC”
HOERCE: AR “[ 17 PRI REICE . RGN THIHMTIEARE. A “n” JFRE,
THATAY FEACEDIRE (TUARCE B th P, M. 40 1P A5 5D IR E 1) 5.
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system
Would you like to enter basic management setup? [yes/nol: n
(4) ARG A Wik PR B A AR, B 7 B RS B ai i e, ol
LHAARR, TP HbhE, TARRGEE R
First, would you like to see the current interface summary? [yes]:
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 wunassigned YES unset administratively down down
Serial 0/0 unassigned YES unset administratively down down
Serial 0/1 unassigned YES unset administratively down down
(5) RGEORITEH N AL, BN “R1” R h a4 R1.
Configuring global parameters:
Enter host name [Router]: R1l

(6) RGthirn: BANIEMLREE S, LM MDS e, HAE R sl & RN
I, JCERM SO R, B “cisco” BCE NI RER DA cisco.
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The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: cisco

(1) RGHR: BAMLREEN, ABUE TINE GRS, WHEMHA. WRAMH S
) 10S MUE 4, BEEAGLE ol B O AN 2 AW SCWoR . BEA “junk” BB fE RE# 1Y
h junk CHESE 5 AN BE NI 468 e 2 A AH 7)) o
The enable password is used when you do not specify an
enable secret password, with some older software versions, and

some boot images.
Enter enable password: junk

(8) RGHE/N: BN Ly in) %05, ELL Telnet J5 205 [A) 4% FH 4% I 77 2 L 3L E N
WHeE, BN “cisco” WE BRIV ) ZAE A ciscoo

The virtual terminal password is used to protect
access to the router over a network interface.

Enter virtual terminal password:cisco

(9) RGHR: LAHE SNMP AHSCRHE, FHF4AEE X SNMP DIREHI 0 o
Configure SNMP Network Management? [no]:

(100 RGP7R: EHEIE PS4, HEP AL E 1P 24

Configure IP? [yes]:

(D RZGhern: LA ESNSH P RIP, B “n” ANECE SR b RIP.

Configure RIP routing? [yes]: n
(12) RGPR: RARRENMEZSH, BRI EFRS .
Configure bridging? [no]:
(13) RGHER: AL T LLEAZ Modem FEAIE K, WA H P i i ik Modem %
AN, WTEEECE IR P . BN “n” AELE RS H

Async lines accept incoming modems calls. If you will have
users dialing in via modems, configure these lines.
Configure Async lines? [yes]: n

(14) RGN AEHCE POE LUK 42 1 fastEthernet 0/0 1240, AN “y” B E I
HZ4.
Do you want to configure FastEthernet0/0 interface? [nol: y
(15) RGfrn: BEPREDURK R FOE SAEH 100Base-TX ERA,  HA& M A AMEH]
100Base-TX 3% #2445 -
Use the 100 Base-TX (RJ-45) connector? [yes]:

(16) RGP BEH R TAREARU TR, B “y” BUE IR O AR E A TR,

Operate in full-duplex mode? [no]:y

(17) RGHoR: RERERED P 25, 8 “y” Ml ER D 1P 25

Configure IP on this interface? [no]:y

(18) RGERFAMHE R 1P Hihlk, BN “192.168.0.17 & EMFL T P Hihlh
192.168.0.1,
IP address for this interface:192.168.0.1
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(19) RGUESRAMA ML )7 MRS R, FLRE P 0 A v B e 32 1 A0 RO A
“255.255.255.07,
Subnet mask for this interface [255.255.255.0]
Class C network is 192.168.0.0, 24 subnet bits; mask is /24
(20) RGHER: ATHCE PATH N serial 0/0 24, HAEBIZHAAELE BA74H: 1 0/0
Ui
Do you want to configure Serial 0/0 interface? [no]:
QD RGEHIR: RERCE PATHE D serial 0/1 24, HAEPIZHIAANEE BA74H: 0 0/1
Ui
Do you want to configure Serial 0/1 interface? [no]:
(22) RGHR: AR EIME B2 E, #A “n£” AE ASh 2 2Rt. RS
BT RPE R JE AT LU CLI @74 “auto secure” JH BN IFRLE H 3L ARk .
Would you like to go through AutoSecure configuration? [yes]: n

AutoSecure dialog can be started later using "auto secure" CLI

(23) BB TAESEH, REGHZ) WA E m 3 e & SO 2. Bl R 3R: 2
T ARAFBCE IR B CLL e ARAFECE T EOTICE, B PRAFHCE 2] NVRAM JFiR H,
HAE LRI E ) NVRAM JFIR .

The following configuration command script was created:
hostname R1

enable secret 5 $1$GCZRSWHITfcUCTpLvhsvCRv190.
enable password junk

line vty 0 4

password cisco

no snmp-server

!

ip routing

no bridge 1

!

interface FastEthernet0/0

no shutdown

media-type 100BaseX

full-duplex

ip address 192.168.0.1 255.255.255.0
!

interface Serial 0/0

shutdown

no ip address

!

interface Serial 0/1

shutdown

no ip address

dialer-list 1 protocol ip permit
!
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end
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
QOMIEICENE O, A0 RN MECE & HE . W PR, R R media-type 100BaseX”
T A O 108 ~F S RAASHFRCE LUK R 2RI, Zig i B,
media-type 100BaseX

A

% Invalid input detected at '"' marker.
(25) HA TR TR HE N3 P e
R1>
5. BAMKG BRABEEA &
(1) B4 show version JF[A 4, AE MM ARG E . ARG R RS
i A4 P R A
R1>show version
Cisco Internetwork Operating System Software
I0OS (tm) C1700 Software (Cl700-IPBASE-M), Version 12.3(26), RELEASE SOFTWARE
(fc2)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2008 by cisco Systems, Inc.
Compiled Mon 17-Mar-08 14:24 by dchih
ROM: ROMMON Emulation Microcode
ROM: C1700 Software (C1700-IPBASE-M), Version 12.3(26), RELEASE SOFTWARE (fc2)
Rl uptime is 2 hours, 1 minute
System returned to ROM by unknown reload cause - suspect boot data[BOOT COUNT]
0x0, BOOT COUNT 0, BOOTDATA 19
System image file is "tftp://255.255.255.255/unknown"
cisco 1760 (MPC860T) processor (revision 0x202) with 114688K/16384K bytes of
memory.
Processor board ID 00000000000 (1880125456), with hardware revision 0000
MPC860T processor: part number 0, mask 0
Bridging software.
X.25 software, Version 3.0.0.
1 FastEthernet/IEEE 802.3 interface(s)
2 Serial(sync/async) network interface(s)
32K bytes of non-volatile configuration memory.
4096K bytes of processor board System flash (Read/Write)
Configuration register is 0x2102
(2) BEA “enable” fir 2 JFIHl%4. SEAMRERD “junk” I [0 4 2 HE NRFBUR
R1>enable
Password:
(3) BENINFATREEND “cisco” FHAIA 2R NFFAUSE .
Password:
R1#
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(4) I NEFAURE A G, BN “show startup-config” 4 T Ja ShHC & SCHE N 2. 7
O g iy A H R A AR )

Rl#show startup-config

Using 731 out of 29688 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname R1

...... (4
(5) BN “show running-config” x4 WoRigATHCE SCAF NS T RS AT 24 T i
I AR5y

Rl#show running-config
Building configuration...

Current configuration : 731 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname R1

...... %D
6. B MK
(1) I MS-DOS fir4 IPCONFIG 5 2 PC T {332 4 0 44 3G it %% Loopback 0 ) IP Hh
HEAR ERC B A TS IEA
Microsoft Windows XP [fRA 5.1.2600]
WAL 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>ipconfig
Windows IP Configuration
Ethernet adapter Loop O0:

Connection-specific DNS Suffix . :

IP Address. . . « « « « « . . . . :192.168.0.2

Subnet Mask . . . . . . . . . . . ¢ 255.255.255.0
Default Gateway .. . . 192.168.0.1

(2)F|H MS-DOS 174 ping 192.168.0.1 {)”JH@UE% s R1 (PR LUK 4% 1 fastEthernet
0/0 FHyIZE3E . ﬁﬂ%‘&ﬁ{)ﬂhﬂﬁiw, i HEAS SN i T £ A0 BRI AT A 25 0 F0Rn il il 2 e

C:\WINDOWS\system32>ping 192.168.0.1

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time=21lms TTL=255
Reply from 192.168.0.1: bytes=32 time=l6ms TTL=255
Reply from 192.168.0.1: bytes=32 time=15ms TTL=255
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Reply from 192.168.0.1: bytes=32 time<lms TTL=255
Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 21lms, Average = 13ms
7. telnet B X,
FIH] MS-DOS i 4 telnet 192.168.0.1 22308 ¢ % rh 4%
R1 (A FH B A28 05 Uy 0] %8 . cisco), W] 2-3 Piom. Wl sor Aocess Uerif ication
RBA G, FE A SN T 522 SR T R A =08 Passuord:
WEAT telnet T TR B 5 ) - ecomond:

R1#t_

(LR EEK] I

1. ‘5 Lab 2-1.net S A & 2500 X 23 telnet BRIl
2. B HACSZ YN FH BB SR P Ay A

szl 22 g T LECE

ot Telnet 192.168.0.1 H[=]E]
- |

[sLiIERY]

1. 4R T T 2Rt T I UR I S 720 R 4 .
2. Hf# 10S bR SCH BN ThEE
3. HAR 10S WKL E A QR X 2 TR PR e 0 71 .

[EiIES]
] TOS fir 2%} i HaR BT T LI
[Lillig#&]
PC TAfE¥i—& (JZ41T Windows XP #:/FE & 40); Dynamips/Dynagen #F; 2% 5 v
FEFPEL SecureCRT # 14
[SRilERR ]

SCNFAET WP 2-4 Pios
TCP:3001

A~ g Al
—_— -
—

-
- ~~Co

N
L00:192.168.0.2/24

PCT fEuk

F0/0:192.168.0.1/24

K24 “Egiids T LHCE” SCUIIAEE
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[HEXHR]

1. 10S 44474 CLI
A 2% FH 2SO E ) T T DA, PRBEtOGr B8 pH 2 AT IR . HE, A 5 R
TEHRIAT — SR IGARCE . N T TR S5, EITwE, B8 % a8 2 Dl
L5 FR 108 4 ﬂ%mﬁi
10S W &l HEF AR 2474 1 (Command Line Interface, CLI) #4171, I0S
AR (Command Interpreter) 51 BT ARSI P BEN ) 2% H 2RI B i 2o U PN — S5
LRGSR R a2, AR A 2 IERRE,  F P TN A A AT
2. BLEAEKX
h TR 108 A4 SERON B AR AN R DRE . RRPERIBCE,  DAZ0 T SE e B0 Y (1) 2% tH A
BB R, R ACH PR (A 232728 7 Router# ) v 4 & IC B B0 Cm 2 $2 75 77
Router(config)#). BN BRI (Ar24¢7~FF Router(config-router)#). #HELE ML (s
$E7RFF Router(config-if)#) 45,
10S i A [F] iy e EAR P s AR VR 24 117 1R % pH 28 0 B Ak AN [F] 1) 10S fip & sk
AT e 4, THE S AR PBEEEM (NS EIERARA—EH . 5 Im Y5 in) )
A S FE T IRUA -
3. 10S EF LA B hE
10S $&fit TR Z E R BhThfe, A4S H P o] L7 sor 26 tH 28 AT G & . Widn 2465
AT A MSHEM. RS .
4. LA Fadr by it R 4
f%w)x LT 10S 4 H N R T 20 4% fim 2 DRAFAE A7 P R i 4 7 S G2 X A ]
DATE L iy - PREE B . FDR M A SRS O A BN A S o WP EERE Cerl+P LUK |
St W RAE AT B 2R PR A e, T PREERE Cl+N W LA R — 4 dn 245
2 2-1 U T — 285 H )y & dn i Db gl LR .

F2-1 FERGSHRERER

iy

LRI R 1ER
Backspace, Ctrl+H MBS 2w ahR 2 ) — AN
Ctrl+P 5[ #i3 PR —ar 4
Ctrl+N 8 i 3k oG —wmd
Ctrl+A BATH
Ctrl+E TR
Ctrl+B [R5 GFANIERD
Ctrl+F kT
Ctrl+D TR ICARAL 1) — 45
Ctrl+K MR S GAR I 48 H AT R T
Ctrl+X MBSz 1 T A 455
Ctrl+W MER—>
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s
T s
Ctrl+U -
CulR BRI 175 4
Esc+B [3E— A 8]
EsciF B A ]
EsctD W bR 01— il

5. #&. L)k show ¢4 asrb 4 R

show 1T 1K Bos ik i (U FIAH OGS B, WlC & SCHFN R NS, S EES.
A~ show A2 A AR 2 1o, W] DL B TE AT KIS U show fir & FHm I 4528, LA
RIATIO I E B . FAR A & A

command | {begin | include | exclude} regular-expression

X H, Command &7 45 TS K show ;|7 A& IERF, HTLUERTIT show iy 4
Akt 4528 regular-expression 4y IEMIZRIAT, FIKIRE R HE A begin F&7s M show T4
Hh A R e DB (1) AT TR o show fir 2 %I HE 5 include 37 U278 show i 24
H 48 AR P R RS IR LT exclude Ko H o show &t 5 S AL B B e Ok
Bt i) R AT

(L]

1. PC T3 F R E

¥ PC LAF 4 M 443G e 4% Loopback 0 1) TP HuUhikfic & ok 192.168.0.2, 1 MRS E A
255.255.255.0, BRIAMCHLE N 192.168.0.1,

2. &it. % %5 Dynagen F7'E net XAF

F 8 2-4 Wity 9W’5 Dynagen JITify Lab 2-2.net SXfF, WAWIT:
[ #Lab 2-2
[ ] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[1760]]

® ram = 128
€ image = C:\Dynamips\images\cl1700-ipbase-mz.123-26.1img
€ idlepc = 0x802b3d2c
| [ [router rl]]
€ model = 1760
€ console = 3001
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
3. BEy. BEFHEEHERI
IS 2-1 PP IRA B IF Gk B 4 R1 RIS .
4. F) ) 108 4-4~Fe B 3% d %5 R1
(1) BB ARG 5, s thasH 3h 58 HE L “Press RETURN to get started!” 4
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e, HZ AR E S I ] R 2R AT Router> R4 e B0 OB A0 % e, D)
TEH AR R ZN A, HBLRCE 7 S BN “n” 3B, IR & CLI #7555 Router>).

-—-- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:n
(2) B4 enable I [A1 4= HEAFRFBUH K

Router>enable

Router#
(3) B4 configure terminal FF [F]4=12E A\ 4 JRlic B AR

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #

(4) HEAT4 hostname R1 A1 4 Bt # v 44, V1R CLI $2- 4710484k (CLI Ry

A dE SRR o

Router (config) #hostname R1
Rl (config) #

(5) % N\ fir4 enable secret cisco F [ 4B B AL 4.
Rl (config) #enable secret cisco

(6) A4 interface fastEthernet 0/0 Jf-[AI4=3E AF: I A, R A BB HORAT

A2tk

Rl (config) #interface fastethernet 0/0
Rl (config-if) #
(7) BENfT4 speed 100 J-[H] 4= B B 4% 114 % 100Mbps.
Rl (config-if) #speed 100
(8) B4 duplex full F R4 B4 1 TARAE N T,
Rl (config-if) #duplex full
(9) B4 ip address 192.168.0.1 255.255.255.0 JF [0l 4= 5 & Bk DL W9 % 1

fastEthernet 0/0 ) IP b AT PR .

Rl (config-if) #ip address 192.168.0.1 255.255.255.0
(10) B A4 no shutdown Jf [AI 4305 PR LUK R4 1 fastEthernet 0/0. V1 RS T4

o EE R RIS 0

Rl (config-if) #no shutdown
*Mar 100:00:43.851: $SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state
to up
*Mar 1 00:00:44.851: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up
(1) AT exit FFMIAIR H I RC BN HEi BRI 1A .
Rl (config-if) #exit
Rl (config) #

(12) B A1y 4 line console 0 F-[AI 48 AN F5 il & um HECE R . B E R SR TT N

k.

Rl (config) #line console 0
Rl (config-line) #

(13) HEN T4 exec-timeout 5 30 Jf [F] 4= B 44 ] & it B IS ISP [R] &y 5 4040 30 #04f (FE



— 2 EPEETTSES TN TES U LESE e

BN TNEE A, B WS ET R S, B 25 WrT A1 PC WL TR H3ERLD .
Rl (config-line) #exec-timeout 5 30
(14) A4 line vty 0 15 JERIZERCE 0 52 15 5 B AL .
Rl(config—line)#line vty 0 15
(15) BEN1T4 exec-timeout 0 0 F: [0 4= B HE PN L w2k /K AN ) o
Rl(conflg—llne)#exec—tlmeout 00
(16) B4 password cisco JF [FI 7= & & AU 2804k 11424 cisco.
Rl (config-line) #password cisco
(17) BN Ctrl+Z 5 end FFRIA= 0 BIRAUH F A RIS A5 o IR R 7).
Rl (config-line) #*2
R1#
*Mar 1 00:09:30.283: %SYS-5-CONFIG_I: Configured from console by console

(18) B4 startup-config JF M 440 2 8 ShAC B SCAF N A . T IR AR IS 1T BL & SO
N BAEN NVRAM 1, I DL S CE S AL .

Rl#show startup-config
startup—config is not present
(19) ¥ A fr4 show running-config iy 24 A& 17T HC & AN 2o
Rl#show running-config
Building configuration...
Current configuration : 610 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname R1
...... (#ﬂﬂ%)
(20) Kr&EleE EMICiR)E, B A4 copy running-config startup-config B¢ write Jf:[A 4=
Rt 7 e B R AT 2| NVRAM.
Rl#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...
[OK]
(21) FHRBEN T4 show startup-config I (0] 4= A 5 ) L B ST N 2
Rl#show startup-config
Using 610 out of 29688 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
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hostname R1

...... (W)

5. MR

(1) FJH MS-DOS 74 ipconfig i PC TAF i@ 5 I 45 1% i #% Loopback 0 1) IP Huik
S T IR

(2)FH MS-DOS 74 ping 192.168.0.1 W02 2% tHAS R1 P8 LUK M5 1 fastEthernet
0/0 FRYEEEIM I o G SR BAT My, 42 FEAS S i Fe) A0 SR A T Ao 25 0 F0Rn il 2 e

6. telnet &)X,

A MS-DOS T4 telnet 192.168.0.1 22106 5<% s R1CHE R AU, 283555 17) 2% %« cisco)
WA G S ), AL RASIZ I ) AP BREAT R A FHT AT telnet Ml A R B L) . &
SR A BE i enable 4 A IR g 5 0k NREBUH .

User Access Verification

Password:

R1l>enable

Password:
R1#

7. 10S £ F XA 84 7 fE K
(1) B4 “disable” JF[A7, B M el A “27 Il %E, &%
WA BC E AR SR A
Rl#disable
R1>?
Exec commands:
access-enable Create a temporary Access-List entry

access-profile Apply user-profile to interface

clear Reset functions
connect Open a terminal connection
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
...... (#ﬂﬂ%)

(2) A4 “enable” JFII4=, Hr AN A 68 05 4% H 2 RF AU PR, FERBEA
“7 fr IR, AE R BN P RIEUR SCRFI AR o R A e B R A
LA A .
R1#?
Exec commands:
access-enable Create a temporary Access-List entry
access-profile Apply user-profile to interface
access-template Create a temporary Access-List entry
archive manage archive files
auto Exec level Automation

bfe For manual emergency modes setting
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...... Cmg)
(3) BEANTS “dis?” R4, I RTRCER ST P LUBE dis k2.
R1l#dis?

disable disconnect

(4) BEAATS “show 27 JF[EI7E, F1JH S HTHC BT show v HIPTA W 2 E01 &

Rl#show?
aaa Show AAA values
access-expression List access expression

disable disconnect

...... %D
(5) B4 “show con?” Jf[HI4:, ZH HHETHCER T show fr &2 — NS H LY
con kBT W 24813
Rl#show con?
configuration connection context controllers
(6) BEAfTS “shrun” JEE[4, K 10S X fr 465 K S HF .
Rl#sh run
Building configuration...
Current configuration : 610 bytes
!
version 12.3
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname R1
...... (#ﬂﬂ%)

—--More--

...... (g

(7) LERiTH A2 4 H 2R B, SRR EE a7, AT EEE
LRI NI, AL TR LR BRI R 10S $ER 1T .

(8) ?E)\ﬁﬁé\ “show runing-config” FF:[FI%4=, #Er 10S W4 iR 4 M 2 B () S K o

Rl#show runing-config

A

Q

% Invalid input detected at '"' marker.

(9) BN “con” I, ARG ar B SRR

Rl#con

% Ambiguous command: "con"

(10> BN “conft” iy LB L “Tab” SRS H t 4h5F.
Rl#conf t

Rl#conf terminal

(11) BN “copy running-config” My I M%4, RGFRmESSHAL.

Rl#copy running-config

Q

% Incomplete command.
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8. LAy btpii it it

(1) BEAfTS “show history” JFIRIZE, Sonr &M X N st A fY 20 25
Rl#show history

copy running-config startup-config

show startup-config

disable

show run

show running-config
...... (fﬂﬂ%)

show history
(2) B4 “terminal history size 6” Ff[RI4=, W& A4 LG IX AR B H P Bl
A6 Z5tir®. BN “show hist” JF[RI%, BoRdr P LGz b X I SIS A 6 4514 .
Rl#terminal history size 6
Rl#show hist
show startup-config
disable
show run
show history
terminal history size 6
show hist
(3) ZH4K 2-1, 4R A PHERE“ Cal+P”, “Ctrl+N”, “Ctrl+A”, “Ctr+E”. “Ctrl+W”,
“Crl+U”, “Ctrl+R” M.
9. &, L)k show ¢4 asrb 4 R
(1) BEN 14 “show interfaces fastEthernet 0/0 | begin 5 minute” 3£ [7] %%, MAL5 “5 minute”
HIAT IF UG W Pk LUK 42 11 fastEthernet 0/0 11244

Rl#show interfaces fastEthernet 0/0 | begin 5 minute
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
208 packets input, 20756 bytes
...... (iﬁ‘m%)
(2) B4 “show interfaces fastEthernet 0/0 | include 5 minute” Ff[F%4=, EIRPLid L

N M fastBthernet 0/0 112404 H TH AL “5 minute” 4T,
Rl#show interfaces fastethernet 0/0 | include 5 minute
5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

(3) #ENfi4 “show interfaces fastethernet 0/0 | exclude 07 FE[014=, B PR LA M £
H fastEthernet 0/0 [ tH P AELE “0” IIBLEAT,

Rl#show interfaces fastethernet 0/0 | exclude 0
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Last clearing of "show interface" counters never
Queueing strategy: fifo

(4) B Nr4 “show running-config interface fastEthernet 0/0” F:1%4=, B R Tic'E
SCAF R PO LUK 42 1 fastEthernet 0/0 L E
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Rl#show running-config interface fastEthernet 0/0
Building configuration...

Current configuration : 83 bytes
!
interface FastEthernet0/0
ip address 192.168.0.1 255.255.255.0
speed 100
duplex full
end

[LIREEXK]

1. 108 fic B A
2. HHVH WL & REERE A ILER .
3. S HASSYIN ]2 % G E Ay

Sl 2-3 P b AR O E S

[RilE/Y]
AR B AR 2 T .
[LES]
5. 2] FH 6 AR L B A 4
[Lilig#&]
PC TAEHE—4 (217 Windows XP #:1F % 4t); Dynamips/Dynagen {15 825 £ v
FEFPEL SecureCRT #f4-.
[SRilERR ]

SEINFAET WP 2-5 P

TCP:3001

A g Al
—_— -
—

- ~~<Co

- X

F0/0:192.168.0.1/24
N
N L00:192.168.0.2/24

PC T fEu

Bl 2-5 W I g E A eI FRE
[#E55FiR]

ARSI GRS — L83 R th AR SE A B A & FESR 2 IX A &I, A 20 R iy A
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P B AR
(LI ER]

1. PC TN F R E

¥ PC LAF 4 W 443G Iic 4% Loopback 0 1) TP bk fic & ok 192.168.0.2, 1 ML E A
255.255.255.0, BRIAMCHCLE N 192.168.0.1,

2. &it. % %5 Dynagen F7'E net XAF

Fe K 2-5 it 9%"S Dynagen JIT 5 Lab 2-3.net 30/, WAWIT:
[ #Lab 2-3
[ ] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[1760]]

® ram = 128
€ image = C:\Dynamips\images\cl1700-ipbase-mz.123-26.1img
€ idlepc = 0x802b3d2c
| [ [router rl]]
€ model = 1760
€ console = 3001
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
3. BE. BXRH#EERI
FR S 201 b SIS0 3 R BIE B (S R1
4. FEH%WE RI AASH
P BRI 2-2 RSV R 4 BUE S 38 R FEAS K.
5. BLE MW R ARG
(1) HPRAETFHRBUH S, BN A4 show clock I P14 27 M BT &R Ge B S
Rl#show clock
*00:03:48.671 UTC Mon Mar 1 1993

(2) B4 conf t Ik A4 R ERIC, BEAAT4 clock timezone GMT 8 Jf:[H| %
BE T RGN X K GMT+8.
Rl#conf t
Rl (config) #clock timezone GMT 8

(3) BT exit Jf[RI4IR RIZBIRAH P ARG, BEA T4 clock set 12:25:00 july 1 2009
IR BEE T RGN B 2009 4 7 F 1 H 12 525 43
Rl (config) #exit
$SYS-5-CONFIG I: Configured from console by console
Rl#clock set 12:25:00 july 1 2009
(4) FHRBENATZ show clock JFH[ZEAEFH X P e 45 5.
Rl#show clock
12:31:30.819 GMT Wed Jul 1 2009
6. K ML MRATIH A
(1) ERFBUH PR, 8N4 showw FF 0145, W<t 2% 1% H 3R
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R1#showw

Translating "showw"...domain server (255.255.255.255)

Translating "showw"...domain server (255.255.255.255)
(255.255.255.255)

Translating "showw"...domain server (255.255.255.255)

Q

% Unknown command or computer name, or unable to find computer address
(2) #EAA4 conf t JF[IZ-HE A4 R BB, BEAMT4 no ip domain-lookup Jf[H] 4= 5¢
VB 2 A4 AT R, BN end IR [RIRFAUH PR

Rl#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #no ip domain-lookup

Rl (config) #end

R1#
(3) FXBENATS showw FEMI4E, WEE, X LGS FHAs I dm H3Es .
R1#showw

Translating "showw"

Translating "showw"

Q

% Unknown command or computer name, or unable to find computer address
7. BeE B AR SHH
(D FERFBUH AL A2 conf t IF (IR RE N 4R IC B, BEAAZ IR MR RO 7
B G SE RN show run, W5 1 28 R HE 327K o
Rl#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #°2
R1#show
*Mar 1 00:54:25.035: $SYS-5-CONFIG I: Configured from console by consolerun
(2) BT conf t I ZEHE N4 R lC EAR I, AT line con 0 Jf A 4BE AL &
Lo BRI, BN logging synchronous JF P14 5 H HUG R RFIE, BEANZ 3R [BIEFBOR] A5
AR SLEVHA show run, WLEE . X LER B4 0 5 o
Rl#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)#line con 0
Rl (config-line) #logging synchronous
Rl (config-line) #*2
Rl#show r

*Mar 1 00:57:04.883: %SYS-5-CONFIG I: Configured from console by console
Rl#show run

8. FLERTM4FiE
(D) ZERRRERELT, A4 no ip subnet-zero J[01 4= FI i H #8461 22 1 W 1) <2 FF
FEPE, HEANTA interface serial 0/0 JF[RIZEHE AN BRATH OEL BRI, B4 ip address
192.168.1.1 255.255.255.128 J:[FI 4= 4 & R AT H2 11 serial 0/0 2 1 hEh 192.168.1.1. T M #hg
h 255.255.255.128 JFIEI4E, WS H At iR .
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Rl (config) #no ip subnet-zero

Rl (config) #interface serial 0/0

Rl (config-if) #ip address 192.168.1.1 255.255.255.128

Bad mask /25 for address 192.168.1.1

(2) AT exit FF IR [ 214 R e B X, 8\ dr 4 ip subnet-zero F M1 % )5 H % H
BXF T WS FR R, B A4 interface serial 0/0 Jf:[01Z50E N SR AT 8 I E AR, FEVCEE
A1 ip address 192.168.1.1 255.255.255.128 FE[MIZ= 1 B B AT serial 0/0 42 1 HubkA
192.168.1.1. T MHERG 255.255.255.128, WLEE. L b2 tHHEoR
config-if) #fexit
config) #ip subnet-zero

config) #interface serial 0/0
config-if) #ip address 192.168.1.1 255.255.255.128

9. BB URERIED 7 KL
(D EFBUH P BT, 84 show ip interface brief {27 471 % H A4 LRI &
ﬁ”%o

Rl#show ip interface brief

R1(
R1 (
R1 (
R1 (

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.0.1 YES NVRAM up up

Serial 0/0 192.168.1.1 YES manual administratively down down

Serial 0/1 unassigned YES NVRAM administratively down  down

() ERFRUH PR, N4 show interface serial 0/0 Ff (0% S on Hi4T4% 1 serial 0/0
AR SRR B

Rl#show interface serial 0/0
Serial 0/0 is administratively down, line protocol is down
Hardware is PowerQUICC Serial
Internet address is 192.168.1.1/25
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

Keepalive set (10 sec)

...... &)
(3) 4 All ERA T, # A4 interface serial 0/0 Jf [P ZE8E N ER AT 92 LI B AR R,

A fit4 description Line To Shanghai 1[0 %= 4y B 47#2 10 serial 0/0 ¥ & fifiid, HENv4
bandwidth 128 Jf [0 4= B #3AT# 1 serial 0/0 7 S fifiik y 128kB, A T4 end Jf [M] 423 Ay
B A

Rl (config) #interface serial 0/0

Rl (config-if) #description Line To_Shanghai

Rl (config-if) #bandwidth 128

Rl (config-if) #end

R1#

(OFEEFRUH PR UT, TR 72 show interface serial 0/0 I 7|45 5 78 BB 47821 serial
0/0 ARG B, v RO a2 H P A A AR5 0

Rl#show interface serial 0/0
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Serial 0/0 is administratively down, line protocol is down
Hardware is PowerQUICC Serial
Description: Line_ To_Shanghai
Internet address is 192.168.1.1/25
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
...... %
10. AeEA& H 4 & (Message Of ToDay, MOTD)
(D) 4R ERAT, i “banner motd #” &4, MAWHENFEIELL “#”
G50, BE end IR [PIRFBUH R
Rl (config) #banner motd #
Enter TEXT message. End with the character '#'.
Unauthorized access will be prosecuted!!'#
Rl (config) #end
R1#
(20 FERFBUH] PSR B T2 excit I [P938O F IR 4 6 s o
el G, VEROULEEHE AR 0 T SR s B AR R )

R1 con0O is now available
Press RETURN to get started.

Unauthorized access will be prosecuted!!!
R1>

11, R PR s &8 SR IE4F T
(1)F]H MS-DOS 774 telnet 192.168.0.1 & =% Fo a4 R1 A F RE UL 23 15 7] 25415« cisco) o

BRI R BEN T4 enable Jf4 A DI A e A E N BUH PR, B A exit IR HY telnet
ﬁio

Unauthorized access will be prosecuted!!!
User Access Verification

Password:

R1l>enable

Password:

Rl#exit

(2) 7E% A2 R me BB M4 line vty 0 15 FF[HIZE0E N 4 o2 i B A,
B AT no login I8 7= 5% P HE AU 28 3 4 5 Sk B bR 7
Rl (config) #line vty 0 15
Rl (config-line) #no login

(3) FJH MS-DOS 774 telnet 192.168.0.1 BB 8% R1 (AN Bl AEAT V5 4] 3505
RGNS enable F1014E, M AN AL UE NRSUH P, BT exit I
A IR H telnet B3¢,

Unauthorized access will be prosecuted!!!
R1>enable
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Password:
Rl#exit
12. ping 48912 A
(1) 7R B PB4 ping 192.168.0.2 Jf M7=, WL 88 ¥ HH 2
Rl#ping 192.168.0.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

(2) ERFBUH P BT BN v 4 ping 192.168.0.3 JF M1 4=, B 5 4k AR 7 41
Ctrl+Shift+6+x £ 1= ping 72 AT
Rl#ping 192.168.0.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.0.3, timeout is 2 seconds:

Success rate is 0 percent (0/2)
R1#
(3) LERF B AN B i 2 ping IFIR14E, AR IR UCKH ip MhUKGE iemp Hf

£, SN HAR P HidE A 192.168.0.2 Jf 14, BN 20 JF R4k 4% ping GE =N 20, #A 200
FERIFIE BN EARA RN R 200 7545, [FIZERRUGER TR 2 7, FFRIZE AT 2
I RE, FHRIEZEAAAE ping B IE R P AU ping Bs G/, WSS B 245 (1) 4
HigR.

Rl#ping

Protocol [ip]:

Target IP address: 192.168.0.2

Repeat count [5]: 20

Datagram size [100]: 200

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 20, 200-byte ICMP Echos to 192.168.0.2, timeout is 2 seconds:
NN RN

Success rate is 100 percent (20/20), round-trip min/avg/max = 1/2/4 ms
13. traceroute #p-4~84 1%
FERERUR P B 4N /T4 traceroute 192.168.0.2 JE[FI 42, WL h &8 1% HHE R
Rl#traceroute 192.168.0.2
Type escape sequence to abort.
Tracing the route to 192.168.0.2
1 192.168.0.2 0 msec 0 msec 4 msec
R1#
14. B R sn il & BT 4
(1) FIH] MS-DOS it 4 telnet 192.168.0.1 ¥ %% His R1. D)o B A4 en I [1]
4, BN INEALRE AR AL, SNG4 conf t IR AEREAN A R EAL S, B
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T4 interface serial 0/0 FF[FIZEHE B ML E R, B M2 no shut JEFI WIS, B
4 shut JRI 456 e 1, Wi 2 i e .

Unauthorized access will be prosecuted!!!
Rl>en
Password:
Rl#conf t
Enter configuration commands, one per line.
Rl (config) #interface serial 0/0
Rl (config-if) #no shut
Rl (config-if) #shut
(20 BEA A2 end JEIA AR 0] SR AU S, B i terminal monitor 14 J5 I 2%
iy B IR WTRE M, FRIREE N2 conf t H [P 4EHE N4 SR IC BAL S, BT 4 interface serial 0/0
IR ZEREAFE B EA S, BEA T2 no shut JEIRIAEERL 11, WL 0 EEg 1 &5 A% 3R

T RS P 2 R AU s i 4 VR AR s P DR A
Rl (config-if) #end
Rl#terminal monitor
Rl#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #interface serial 0/0
Rl (config-if) #no shut
Rl (config-if) #
*Mar 1 01:54:10.359: $LINK-3-UPDOWN: Interface Serial 0/0, changed state to
up
Rl (config-if) #
*Mar 1 01:54:11.363: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial
0/0, changed state to up

[EIIREZEK]
- B HARSZYI R R ECE A
2. )M 8% LY ping. traceroute iy 4 {IAd .

Szl 2-4 - 10S M ic & SO PR

[sLiIERY]

1. PRI A B SO IR PR 2 .
2. FEREE A 10S &0 KR (THD PB4

[LiES]
FIH TFTP R4 a5 203 Pk % pHAs e & S 10S 3.
[Lili& &)

PC TAEuli—% (1217 Windows XP #4F 24 ); Dynamips/Dynagen % f4; TFTP ik 45 454K
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{1 TFTPD32. 2 # 35 #2775 SecureCRT # Ao
[iERiE ]
SEYIAREE AP 2-6 Fios.

TCP:3001

A g Al
—_— -
—

- ~~~cCo
F0/0:192.168.0.1/24

L00:192.168.0.2/24
PCT fEuk

K 2-6 “10S ABc & SCHFEH” sEil|PRdg

[HEXHR]

W B SO B A A T b AN E DI R A3 o B AR E R GEMEERC B S N
BOE . ISATER AR I S MERE o I B EH 4 (0 A AT 1 U0 B FH AR UEA T I I, PO A
ST BIPRAT, RIS 0 21 5 B AE 4%t 23 N A7 (Dynamic Random Access Memory, DRAM)
IS AT R B S

HE, IXEH N A & dr 2 A B 3R A7 21 HE 2 K W AF (Nonvolatile RAM,
NVRAM) . Y das b ol a8 5, XAt ZE e dom s e X k. Kk,
TEHEORT B FH AR EAT T I B S S AR T RIS AT B R AE 2 NVRAM H AR B B))
Hic & S (ff T4 copy running-config startup-config 5% write )

A, WA PAFJH copy startup-config running-config 4, ¥ NVRAM H 1) JH sl &
RN BT BA TN . FEGFERE, SREITHCE SR T 2 NVRAM AR RS 5))
BOE SCIEANE], N NVRAM B A7 (G E SO S EANE T i Is AT O E SN2, A
SEVS I RIS AT I B A N 2 e O T AR RIS 2, W FH 8 sl e B S A i v g el
HIEATHCE AR E )

BEE B E SO L E 2 B 2 L SRS 58, 0 SCA ) 224 R A L R B R 2
PA AW T LA TR ORAFE— O LB SO B RIAS, DAATT K ph 2 e o P PR 52 38 A T o
] LA B FTP (File Transfer Protocol) B¢ TFTP (Trival File Transfer Protocol) Ji%5#3{RA7iE
AT E SR S BLE SO B 2-7 25 T WL LR D7 X A Hem 4.

EM i a s e, FHENINAE (FLASH) "HRAE) 10S #4E RS 8% SCEie A 3)
WAEHIE T, B, 1E N a8 e RS 10S Bife s cttr, HEEMAHZ T . Mz &L
I 2500 BT 3% 10S B SCPEII I 0. FTP/TFTP iR 45 8 [RIAF n] LUK &4y 10S Bifg k.
[, FTP/TFTP 45 %834 il LLSZELSK b 2% (1) 10S TR AR . il 2-8 B iitf 10S SCikiktr

EHK R ER.
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Copy run start

Copy start tun (H5F)

FTP/TFTP
M55 2

Bl 2-7 LI UREE DU SR A 4

e
Copy fip | tftp flash
s . opy fip |tfp flas N 7,
° " Copy flash fip | tft FLASH
X Py p | titp
FTP/TFTP
ifE %

Kl 2-8 108 A By & 7n s M

7

(LI ER]

1. PC TAE3EW FHLE

¥ PC LAF 4 M 443G i 4% Loopback 0 1) TP bk fic & ok 192.168.0.2, 1 ML & A
255.255.255.0, BRIAMIOCHLE A 192.168.0.1

2. &it. % %5 Dynagen F7'E net XAF

¥ 2-6 Wil 45 Dynagen i1 Lab 2-4.net fF CGXH K Cisco 2621 Hifg A+
€2600-i-mz.121-3. T.bin, 73 50 H A HAF R4 F w444 ¢2600-i-mz.121-3.T.img I HE
il #] C:\Dynamips\images SCAFJETR), WA :
[ ] #Lab 2-4

L] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[2621]]

® ram = 64
€ image = C:\Dynamips\images\c2600-i-mz.121-3.T.img
€ idlepc = 0x802c0730



Yo% BHBEAARBEAMHBELLAEERE

| [ [router rl]]
€ model = 2621
€ console = 3001
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}

3. B3, BRHEHERI

F RSz 2-1 R PR S sl 5 i 4% R1.

4. BB E R AKRLSK

FEIESN 2-2 D BRI K AR R EASAL

5. EId MK

(1) FJFH MS-DOS 114 IPCONFIG ¥ 25 PC T AE 1% 45 ¥ 4% 1% i #% Loopback 0 fJ IP Hb
BEAF EAC B T IE A

(2OFH MS-DOS 74 ping 192.168.0.1 W02 2% tHA§ R1 ) PIs LUK M4 1 fastEthernet
0/0 FIIEIE T o AN SR BA MG, JRAR ST I R 20 BREA TR 25 R 2 i) o

6. k. B.E TFTP R %%

“Fifii A Philippe Jounin 2’5 (I F% 5 TFTPD32 (Version 1.1) K], &% TFTP JIKk 5% % %
2. BLEDSK.

S:fr b TFTPD32 & — AN afR 7, AT 22 ke, nf DL EFIEAT, Wil 2-9 iR, /& TFTPD32
R45 4% )0 80 0 1V ST M 1] LUE 2k TRFTP R4S 25 AR H A7 & 4 P Huhik O
HOEREIEE) FOR S Wi 5. Pl 2-9 TRf “Settings” 4441, LS H 0B E XS UG HE
A LLEE TFTP32 JIRZ 2S5, W 2-10 Fizn, ¥ TFTP32 &5 40T FT e H sk R
ROOT ¥ Hxh TAFMR H 3%

" TFTPD32 by Ph. Jounin EEX " Iftpd32: Settings X

B ase Directory |C:\TFT =) Security Server configuration
 Mone Timeout [zeconds) 3

Server Address 1 127.0.041 j * Standard bz Retransmit E
" High Titp port B9
Bage Directory
[AROOT

Current Action Listening on port 69 [~ Hide Window at startup

Settings I Help I 0K Help | Cancel |
Kl 2-9  TFTPD32 Jt554s i l J i) B 1 S Kl 2-10 TFTPD32 fl55#5 & 'E

7. HWiEATEE I A0 B BB E LA

(1) {Eis a8 PR AU A AU, B AT 4 copy running-config tftp FF[F 4, HiA
TFTPD32 Ik 45 %% IP Mtk (PC A%+ LoopbackO 1) IP Hihik): 192.168.0.2 F M4, 4%
b AN HFR XM 4. Rl-running-cfg, RIS ATHCE SO 3) TFTP k454 I 7E R
176 B G s ST R S A S CRLERR SR S 715 Ky Ae eIl )

Rl#copy running-config tftp

Address or name of remote host []? 192.168.0.2

Destination filename [Rl-confg]? Rl-running-cfg
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568 bytes copied in 0.944 secs
R1#

(2) 1F TFTPD32 R4 4F27 4 LI %E TETP %% P i 4 M SCAFRAL 545 o, &l 2-11

7o [FIINLE TFTPD AR H st T BRI SO, i 2-12 . A Windows XP HA 1“5
TR AT SR LA

7t

7t

" TFTPD32 by Ph. Jounin (=3

Base Directoy  [CATFTPDYROOT

Server Address 1 192.168.0.2 j

% C:\TFIPDAROOT
Connection received from 192.168.0.1 on port 53587 THE SSE ZEW WEW TEM  ERHm

wirite request far file <r1-running-cfgs. Mode octet
File <r1-running-cfgs : rovd 568 bytes in 0 zec. O block resent

Qre- Q ¥ P== ‘u“_fj-; 3{#5@‘ (fal-

HItE (D) |5 £: ATFTRDARDOT
Current Action |Listening on port 63 TR

F o FER

sbout | Help | El=) '.l"F-'i'PD
| ROOT
P 2-11 TFTPD32 JIk45-#8 )3 85 ()& H S H K 2-12 TFTPD32 45 a8 5 8l i & 1 S

(3) FEIRSAA 20 R 03 1% e 45 14 3 S E B S0
Rl#copy startup-config tftp

Address or name of remote host []? 192.168.0.2
Destination filename [Rl-confg]? Rl-startup-cfg
11

568 bytes copied in 0.112 secs

(4) LEB 2RO P AT, BENT 4 erase startup-config FF [0 4= MR 3 B HC & SC
ARG PR G RIS, TR PIZERAMER NVRAM A1) )3 shic & 0.

Rl#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OK]

Erase of nvram: complete

R1#

(5) TERS HARAUH P AU, B4 show startup-config F 14 fil 7 o B L B S
RGN A SR E S ISR R CRIAAEAED

Rl#show startup-config

Q

%% Non-volatile configuration memory is being written, Try again later

(6) TE AR P AU, BEA T4 copy tftp startup-config J [FI 4K TFTP k55

PR shle BRI B 21 NVRAM ;s $4 ARG HUR N TFTP32 IR 45251 IP
Hihik: 192.168.0.2 FF[HI4; ARG RN 4 Rl-startup-cfg; REFERHIA H bR
P4, EREPAERHERIME: startup-config, ZREUHERI ] TETP RS 4% BB E . X
AR 0 A BIC B SR e ) RGeS B

Rl#copy tftp startup-config
Address or name of remote host []? 192.168.0.2
Source filename []? Rl-startup-cfg

Destination filename [startup-config]?
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Accessing tftp://192.168.0.2/Rl-startup-cfg...

Loading Rl-startup-cfg from 192.168.0.2 (via FastEthernet0/0): !

[OK - 568/1024 bytes]

[OK]

568 bytes copied in 10.36 secs (56 bytes/sec)

R1#

00:06:05: $%SYS-5-CONFIG NV: Nonvolatile storage configured from tftp://
192.168.0.2/Rl-startup-cfg

R1#

8. &Mr. WA (FFR) 10S LAt
(1) {EE AR MREBUT PR, BN A4 dir flash: 012251 HE IRA7 HERAF 1) 1OS #:4E
RGBS TR TR A SR B B 2s, 12 dynamips 40 H K 0 2 FUL
s ITCAAL Bz A TR A AR SRR H 5%, AHJE AT UG BINAE R 25 R
Rl#dir flash:
Directory of flash:/
No files in directory

8388608 bytes total (8388608 bytes free)

R1#

(2) 7ER AR R AU PR, B4 copy tftp flash JEIAI4E, FRCH BRI 4K ]
RGP ERIN TFTP R4 4% TP Hihk: 192.168.0.2, &M R Gu i /m fin N8 SCAF 44 -
€2600-i-mz.121-3. T.bin Jf[A1%, $MRGHRR HALRI RPN AR E 4. B, 13
Gifeon BRI EMRATS BRINAE T T B, FRRESR AT BRI AE P T A Bl . &R
GG BRINAE T I . R T0S BiG S0 MO AR fn s Dl o

Rl#copy tftp flash

Address or name of remote host [192.168.0.2]17?

Source filename [Rl-startup-cfg]? c2600-i-mz.121-3.T.bin

Destination filename [c2600-i-mz.121-3.T.bin]?

Accessing tftp://192.168.0.2/c2600-i-mz.121-3.T.bin...

Erase flash: before copying? [confirm]

Erasing the flash filesystem will remove all files! Continue? [confirm]

Erasing device... ecceeceececececececceceeceeeceececeeeeeee ...erased

Erase of flash: complete

Loading ¢2600-i-mz.121-3.T.bin from 192.168.0.2 (via FastEthernet0/0):

N 90D

[OK - 3813950/7627776 bytes]

Verifying checksum... OK (0x8E13)

3813950 bytes copied in 108.616 secs (35314 bytes/sec)

(3) TEATHSEPr B A s 00 R, — e 2 2 R Bl E v 2 boot system
flash:c2600-i-mz.121-3.T.bin 5 % % FH 43 7E 5ot J5 A B 16 10S Bid% At (HAEAL i T H
[ dynamips #5480 H R 0 R0 E 8%, BT DAL AL T Z20ms b D R

[LildREEK]

1. fijik TFTP RG22 H ik
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2. i TFTP R4 MBCE . TR ik,
3. HHAD IKE S HARACE SO X 10S ST SRR 4 o

Sl 2-5  telnet BB

[RilE/Y]
BPRE PN PR telnet 2315 775
[R5 ]
ERIEN . FEH telnet 231 .
[Lilig#&]
PC TAEui—% (21T Windows XP #:/E & 4t); Dynamips/Dynagen 3K {1 2 2 vi W H
F2J7 8 SecureCRT #f4:.
[SRilERR ]

TEARSZYIEAEE T, PC TAFR I 248 W 45 1E FL#s Loopback 0 (fij#K Loop0 5% Lo0) #il
%A R1 PR LUK P2 1 fastEthernet 0/0 2425 . % tHs R1 @IS 4748 serial 0/0 FHiE% HH
& R2 M HATHEL serial 0/0 HEFE. XA R1 MIPILA R E &0 PC TAES % telnet F2/73%
FERREALL 2% EH 28 1 W S 11 3001 SR SEIL, 06 B2 R2 (A6 G Bk PC T AR ¥ i telnet
T 32 2 BB HOL % ph 48 1 M W g 11 3002 RS

SIS 2-13 P

192.168.0.0/24
Lo0:.2

TCP:3002_ -~

NS
PC T A3

K 2-13  “telnet & HL” szl FFR5E

[HEX#IR]
T E L BN DR B 28 B0 9%, AR 2 B St i AR W LA telnet fiR 552 (13K
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ATl 2 S g R X5 o B R P 46 e g EEATICE . AN, AEF SR BIM B ), ] DLk
— AN telnet %5 )7 i B SR BILAB ML B IS FLREATHCE. L B B IXTCEE KT e T &
BN G EBNEE, AE s M e A R )

gL, TG R AR A P 4 TOE B 1 2 A BUOR T UK. SN B A
W28 B 55 telnet B 55— B IEFE ML BRI, BATFRAI R BEREAGE T IRIFH telnet 2315
TG IS T AR P 28 a8 T 5, HAEZ T IR telnet M S IE o ASSEYNH B S 42 2% th 2% |
(¥] Telnet PP WP Y 25 16 BV

(L]

1. PC THEsEM i E

¥ PC LAF 4 M 443G e 4% Loopback 0 1) TP HuUhikfic & ok 192.168.0.2, 1 MRS E A
255.255.255.0, BRIAMIOCHLE A 192.168.0.1

2. &it. % %5 Dynagen F7'E net XAF

F I 2-13 BEil. %5 Dynagen fTis Lab 2-5.net UM (X HLURHA] Cisco 2621 #if% 0
€2600-i-mz.121-3. T.bin, 732 H A HAR R4 F w444 ¢2600-i-mz.121-3.T.img I HE
il #] C:\Dynamips\images 3CAFIETR), WAUIT:
[ ] #Lab 2-5

L] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[2621]]

® ram = 64
€ image = C:\Dynamips\images\c2600-i-mz.121-3.T.img
€ idlepc = 0x802c0730
| [ [router rl]]
€ nodel = 2621
€ console = 3001
¢ s0/0 = R2 s0/0
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
| [ [router r2]]
€ nodel = 2621
€ console = 3002
3. B3, BR¥EHERL R2
Fe RSl 2-1 PSRRI BN IFE SR B A8 R1. R2.
4. BEH%BERI. R2AKSHK
FE RS 2-2 2D BRI E B A% R R2 [EEAR S
5. BREMEH R RI. R2EBT Ak
PR 2-13 BB BR B A8 R IE T4 serial 0/0 3210 TP #uhik (12.0.0.1/30). % a8 R2
(R ER AT 1 serial 0/0 4 11 TP Mkt (12.0.0.2/30) F[RINHEIERE 0 (FESZBR AL b 2% 0] H
et o O EGEREOLT , RSN E I S B A R AT I R, R SEsEED.
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6. EiE MK
(1) FJFH MS-DOS 114 IPCONFIG ¥ 25 PC T AE k1% 45 ¥ 4% 1% i #% Loopback 0 fJ IP Hb
BEA ELAC B T IE A
(2OFH MS-DOS 74 ping 192.168.0.1 W02 2% tHA§ R1 ) PIs LUK M 4% 1 fastEthernet
0/0 IR E o AR B AW, AR SN T AR 20 BRI A T 4G 5 9 FE08r il 2 e
(3) 7ER% A R PRFAUH P BN dr 4 ping 12.0.0.2 JFEI%E, WHAEIEK A R2
(PR ATHE 1 serial 0/0 FRIEIETE . QSR BAT MG, 44 AR ST I (0 20 SRIEAT RS 2 T
DR B & %)
7. "% Telnet 245 ¢F
(1) fEB A R FIRABOH P BKE, BT 2 telnet 12.0.0.2 JF 1%, M RGIRTIA
14 5 N % 4% R2 1Y telnet 14> (cisco) FHIRIZEIEFE &% 24 2% R2, A2 exit If
6] 2 W7 2407 ) telnet £ 135 0] 3 % H1 28 R1.

Rl#telnet 12.0.0.2

Trying 12.0.0.2 ... Open
User Access Verification
Password:

R2>exit

[Connection to 12.0.0.2 closed by foreign host]
R1#

(2) fEEg A R1 2R R ERUT, B4 ip host R2 12.0.0.2 Ff 1%, A4 end
RIVRFRT PR, BEA TS R2 JF 1%, BRI RA H A AR 2% R2 1 telnet H
4 (cisco) FFHIZEFRE S 2% i as R2, BEANIRBHTH (Ctl+Shift+6+x) B HEE S| R2 1)
telnet 2 15 [P 21 #% 2% R1, BEA 174 show sessions F7~ i HI28 R1 24F7 &AL HIPEH telnet ZE 4%
gk E e

Rl (config) #ip host R2 12.0.0.2
Rl (config) #end

R1#R2

Trying R2 (12.0.0.2)... Open
User Access Verification
Password:

R2>

Rl#show sessions

Conn Host Address Byte Idle Conn Name
* 1 r2 12.0.0.2 0 0 «r2
(3D BEA 1 BB FEI 453 2% i 4% R2 1 telnet 4% .
R1#1
[Resuming connection 1 to r2 ... ]
R2>

(4) e tas R2 8 A P AT, kBRIP4 (Crl+Shiftr6+x) 7 I HE i 2]
R2 ] telnet <X 1% [P 3% H1 2% R1, ##E A4 disconnect 1 JF017E, FRRIFIZEHAKIIT] R2 1Y
telnet 4%, B A\ T2 show sessions {7~ HH 2% R1 YHT AL I H telnet IEFEZ TG B o
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R2>
Rl#disconnect 1
Closing connection to r2 [confirm]
Rl#show sessions
% No connections open
R1#
8. »F A Telnet 2455 32
(1) {E#HE R2 FRBUH BT, B4 telnet 12.0.0.1 JF 1%, RGN
1A I A 2 2% R1 Y telnet 14 (cisco) FF[RIZEITHRE G & 2 A% R1.
R2#telnet 12.0.0.1

Trying 12.0.0.1 ... Open
User Access Verification
Password:

R1>

(2) 7£ PC TAFui LA MS-DOS 4> telnet 192.168.0.1 s 4 2% R1 Cfiff F 2 S & b
Vi) cisco)o

(3) 7EB S R MERAUH P T, B4 show users 38 who J: [ 4= 7 4 4%
R1 FI4HTFE telnet 205175 I o

Rl#show users

Line User Host (s) Idle Location
* 0 con O idle 00:00:00
66 vty 0 idle 00:00:04 R2
67 vty 1 idle 00:01:34 192.168.0.2
Interface User Mode Idle Peer Address

(4) 7Edt s R1ARFBUH AT, BEA AT 4 show line I [ & 4 14k R1 (R 2411
I N £ 2 i A I Gt (5 6

Rl#show line

Tty Typ Tx/Rx A Modem Roty AccO Accl Uses Noise Overruns Int
* 0 CTY - - - - - 4 0 0/0 -

65 AUX 9600/9600 - - - - - 0 0 0/0 -
* 66 VTY - - - - - 3 0 0/0 -
* 67 VTY - - - - - 1 0 0/0 -

68 VTY - - - - - 0 0 0/0 -

69 VTY - - - - - 0 0 0/0 -

70 VIY - - - - - 0 0 0/0 -
Line(s) not in async mode -or- with no hardware support:
1-64

(5) 7EE A R PRBUH A 1BUT, BG4 clear line 67 Jf[FIZE P R PC T AR S,
P& A R1 (1) telnet 4%, B A4 show users J[F 4 FR X 7<% H A R1 S HTFF N telnet
SO

Rl#clear line 67

[confirm]

[OK]

Rl#show users

Line User Host (s) Idle Location
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* 0 con O idle 00:00:00
66 vty 0 idle 00:03:15 R2
Interface User Mode Idle Peer Address

(6) 1F PC TAFu EM S B i~ G 2.

(7) 7ERgh#s R1 RO P BT, B4 clear line vty O FF[FI 429 IR KT T i 4%
R2 2%t R1 ¥ telnet 42, 8 N\ iy 2 show users F [0 4= F IR W< 2% HH 45 R1F A HTFE telnet
S

Rl#clear line vty O

[confirm]
[OK]
Rl#show users
Line User Host (s) Idle Location
* 0 con O idle 00:00:00
Interface User Mode Idle Peer Address
(8) {EH s R2 EASO R 4715 B
R1>
[Connection to 12.0.0.1 closed by foreign host]
R2#

[LIREEXK]
1. IR BRI 25 ) DO
2. GHEBIFAL SRR CLI i

szl 2-6 - badE ACL Bl &

[sLiIERY]

. THR ACL HINES . 028 B TAEMLH
2. HIFFRUE ACL IBCE . BoAE J7 ik
3. iRk 44 ACL [FBLE . BuF k.

[SLiIES]

- PCEbRME ACL AL AT 5E 7 0] AT i) FoAl 1R
2. BCEbsEAr 4 ACL S RATHRE 1 R Al LLYs 1) A7 K

[SHillig#&]

PC TAEui—% (21T Windows XP #:4E & 4t); Dynamips/Dynagen 3K {1 #E 2 Z¢vi W H
8L SecureCRT K o

[LIERE]

SEYIABE W 2-14 FiR.
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con A 12.0.0.0/30
WY S0/0:.1 S0/0:.2
/ .
/ J/coN
| TCP:3001 192.168.0.0/24 //
\ Lo0:.2

TCP:3002_ -~

N
PCT fE¥;

K 2-14  “FrufE ACL B &~ s2illFREs

[HEXHR]

Vil #1414 (Access Control List, ACL) j&— M /F MBS, el VUt
REVIMPIRSH, K AVAIRCEER 4SOl AL 0. BRIk, U 51 2 g ikoh
pUREA N
I B AR AR ] 2 o 213 o A D B
S, N AVFEEE IER OO RRTE R (Ui RIZI), drdE 1P Vs a4 651 2 1) i 4%
WOk
ACCESS-LIST access—-list—-number {DENY | PERMIT |REMARK} {SOURCE [source-wildcard] |ANY}
500, K Us il BN B8 e A i AR L ON IV 41D, TP U i) 4 i 2 1 1 1) i S
EWAE
IP ACCESS-GROUP access-list-number {IN|OUT}
Hidr,  access-list-number ZAFERT— 2 H w I 1P Vi HI5IK K S, K8 INJOUT %k
ARRPIRANIE R (RO A/ ) B s B AT A . X8, S8 B A Y
AR IR, % E A R 7 e B B R AR 4 T 58 SR [e) 2 TR 97 o e A it AT AL BE
AT E 5
A ARG )3 7 o Vg il 42 1) 51 2 2 5 A ) e R Kl 7 DA AN TR 20305 23
TAFE R SCRIE . Forh, APIRIEAR) IP Uy l¥EHz13e: Frdk 1P Uy #7132y
IP Vi 502 . brdfE 1P g il 5 R AR ) S5 . 1~99 J2 1300~1999; ¥ )i 1P
il IR AL S A%VE R . 100~199 A2 2000~2699.
o TAEF YU —41 ACL [ li&, 78 10S 11.2 JRAE, W] LM 6y 44 U il =il 513, /I
T4 ACL.
TENCE TP U [ 45 1151 2 I 575 BERF J3E RCLATH i s
o 1P jj Il 5 i 51 F A A MO ATHEAL SR AR 1~ W i oA s SCEE DL I ) P9 296 Y )«
o [P Uy #EHIFIR L FavFaZE (bR ARG o X TR B, A A AT )
P2 T B RS R

o WILEAR] IP Hls VLR RS TE A, Bk U7 Il 42100 512 0 1 JF AT T80T B PH 28 K dls
R

o WURBL TV M EHIFIRI R (e — Ui ERPRE ) RS 24
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BILECHTE ), W ESTizddnte. BIprA o MR8 IR N a7 — N Ba& (1 DENY
ANY. Bk, WARUEREAN UG FEHIPIR AL TS DA — A PERMIT i H); BUAEDS
) 75 15 70 34 £ e 1) 1t P o 0 i RGP AN DB SCAE AT AU R B B I R4 O oeifrid
AR,

Vi ZERIPRIEN G, AR R RO AER AR o JCTAT I FE
Vi ZERIZR A A BITE FREAT B 2 MIER. DAL, i SRAR S G AR U 1) 12 81K
R LUK ACL i RRGIG 2“0 A S5 SCA G S v i 4 P SFTRG UG 28 i eh 2% - (0
R SEMIER AT ACL TEA)D.

Vi ZERIZR AR B @ A TR, OV e AR AN B A R
RIATILVE.

b TP Vs ) £ A A AR TP B C b bk kg 2 T id ERER A 97 1 1P Vs )42
TUBRAME AT LS Al . H AR, i ELT DU EdsonT H bR i 5 25 5B

(LI ER]

1.

PC T35 F L E

¥ PC LAE G2 4 453G L #% Loopback 0 1) TP Hutikfic Bk 192.168.0.2, 1 MAERSALE Ky
255.255.255.0, ERIAMRACE N 192.168.0.1.

2.

% 1t. %5 Dynagen P& net S

PR 2-14 it 405 Dynagen JITi7 Lab 2-6.net S (X HLRH Cisco 2691 4if% A+
€2691-jk9s-mz.123-18a.bin, VEEAHI AR M LA FHdr 44 4 ¢2691-jk9s-mz.123-18a.img Jf
B A% C:\Dynamips\images SCAFJE ), WU :
® #Lab 2-6

L] autostart = False
[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[2691]]
® ram = 128
€ image = C:\Dynamips\images\c2691-3k9s-mz.123-18a.img
€ idlepc = 0x604bfef0
| [ [router rl]]
€ model = 2691
€ console = 3001
€ s0/0 = R2 s0/0
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
| [ [router r2]]

€ nodel = 2691
€ console = 3002

3. B3, BERIEEHERL. R2

F RS 2-1 PP BRI BN G SR B A8 R1. R2.

4. BREIHEHE Rl. R2 AASH

P HESEYI 2-2 IR BRI E % B 8% R1. R2 [RIEARSHL
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5. BeEXEE RI. R24 0 A4

PR 2-14 BCE % H 2% R1AHATRE D serial 0/0 0 IP #uhik (12.0.0.1/30). #& 128 R2
AT 4% 1 serial 0/0 % 10 TP Hudik (12.0.0.2/30) RIS 2 1 .

6. BLEHRBE R2 Loy ARY

h T AEAF R 2% R2 A LUK B R AT 192.168.0.0/24 BB, BT AR 8 R2 i
— IR R ESEH.

e 28 R2 4 RGBT, B4 ip route 192.168.0.0 255.255.255.0 12.0.0.1 Ff[1]
X, BCE ML 192.168.0.0/24 IAHRALI N — B2 28 R1 I HRATH2 1 serial 0/0 [FHbhE,

R2 (config) #ip route 192.168.0.0 255.255.255.0 12.0.0.1
7. FHIBHDK
(1) FIH] MS-DOS 1iy4 IPCONFIG Kt PC T 5@ 45 /) 44 3 it #% Loopback 0 ff) TP 3
HEAR B B A TS IEA
(2OFH MS-DOS 74 ping 192.168.0.1 W10 2 2% tHA§ R1 ) PIs LUK M 1 fastEthernet
0/0 HYIEIBE M o AR B A M BURL),  F5 A SN 0 20 BRI TR A O FO I B A B
(3) fE A R1 BRFBUN AU N BEA A4 ping 12.0.0.2 JF R4, IS0 2% d1 &% R2
(R ERATHE 1 serial 0/0 HIETETE . AR EAT M GURD),  F A SN 0 20 BREEA T K A =08
WA E 2 )
(4) FIH MS-DOS 174 ping 12.0.0.2 WK 2 fH 2% R2 [ H: 4742 1 serial 0/0 HIEE M
I R BA Ry, 2 AR SN T A0 20 BRAEATAG 2 0 38 1 L 2 )
8. BLE. MXAFE ACL
(1) {EEE A R2 2 Rle B U, BT 4 access-list 1 permit 192.168.0.0 0.0.0.255 Jf
(172, B4 5 1 IRRHE ACL I R iF K H 192.168.0.0/24 W BE ¥ Hd 40, B\ 4 access-list
1 deny any JF [P 45 26 By A oK H HAR I B i i, BEA A4 end JE (140 [RIRp AU P, B
A4 show access-lists ‘it 7 ELAIEE ) ACL Y%
R2 (config) #access-list 1 permit 192.168.0.0 0.0.0.255
R2 (config) #access-list 1 deny any
R2 (config) #end
R2#show access-lists
Standard IP access list 1

10 permit 192.168.0.0, wildcard bits 0.0.0.255
20 deny any

(2) fERg s R2 2JRlc BT, B4 interface serial 0/0 Jf [ 4=3E A4 HC B AL
3, BEA T4 ip access-group 1 in Ff[RI A4 WA & L 1 5 ACL W H 2% 2% R2 #4180
serial 0/0 (I T5 1), BIFEWIAE RO LR AN % 1 4% R2 9 HRATHE 1 serial 0/0 I 147 ACL k.
R2 (config) #interface serial 0/0
R2 (config-if) #ip access-group 1 in
(3)7 PC LAFu5 EAIF MS-DOS 4 ping 12.0.0.2 M 1 2% R2 _EAY ACL TAEFS .
C:\WINDOWS\system32>ping 12.0.0.2
Pinging 12.0.0.2 with 32 bytes of data:
Reply from 12.0.0.2: bytes=32 time=8lms TTL=254
Reply from 12.0.0.2: bytes=32 time=46ms TTL=254
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Reply from 12.0.0.2: bytes=32 time=49ms TTL=254
Reply from 12.0.0.2: bytes=32 time=47ms TTL=254
Ping statistics for 12.0.0.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 46ms, Maximum = 8lms, Average = 55ms
C:\WINDOWS\system32>
(4) 7ER% fhas R1 PRPBUT AR U BN 4 ping 12.0.0.2 JF A4, LS 128 R2 Y
ACL TAEfHHL. VERE, ping fir4-f i 45 R ) U AR HFsANTIL, “7 Fosii .
Rl#ping 12.0.0.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.0.0.2, timeout is 2 seconds:
U.U.U
Success rate is 0 percent (0/5)
R1#
(5) fEB% 4% R2 FrBUH P AT, BEA T2 show access-lists Ff 7] 42 .7 LA &) ACL
RIS CR AN R R
R2#show access-lists
Standard IP access list 1
10 permit 192.168.0.0, wildcard bits 0.0.0.255 (12 matches)
20 deny any (11 matches)

(6) 7Bt R2 2RI ER T, B2 no access-list 1 I M1 4= MIER IR ACL & X,
T4 access-list 1 permit 192.168.0.0 0.0.0.255 log 35 P14, A& 45 A4 1 FkrUE ACL JF 7t
VFK H 192.168.0.0/24 PBMEHR A IHRH &, BEA T4 access-list 1 deny any log Jf [H|4-4H 4
JIT A oK B A B s O H &, B AT logging on JFEIZHT I HETIRE, BHEAMmA
logging buffered JF 415 HEZZAFThfE, A2 end JF[RI42IR [MIRFBH P, B
4> show access-lists Jf [F] 7= 27~ CLAIEE R ACL 2%

R2 (config) #no access-list 1

R2 (config) #access-list 1 permit 192.168.0.0 0.0.0.255 log
R2 (config) #access-list 1 deny any log

R2 (
R2 (

config) #logging on

)
)
)
config) #logging buffered
R2 (config) #end
R2#show access-lists
Standard IP access list 1
10 permit 192.168.0.0, wildcard bits 0.0.0.255 log
20 deny any log
(7% PC TAFu5 EAIF MS-DOS 4 ping 12.0.0.2 A 1 2% R2 _EAY ACL TAEFS L.
RS A R2 206 L S
R2#
*Mar 1 01:02:01.755: $SEC-6-IPACCESSLOGS: list 1 permitted 192.168.0.2 4
packets

(8) fER 28 R1 AHF AU P N BN A4 ping 12.0.0.2 FE014=, MR 2% R2 1
ACL TAETSIL. R e R2 #Hl 6 L Bt .
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R2#
*Mar 1 01:03:01.751: $SEC-6-IPACCESSLOGS: list 1 denied 12.0.0.1 5 packets
(9) fEB% s R2 2 RMERCT, A4 show logging W H GO, 1 WS
At P I A 3 o
R2#show logging
Syslog logging: enabled (9 messages dropped, 1 messages rate-limited, 0 flushes,
0 overruns, xml disabled)
Console logging: level debugging, 48 messages logged, xml disabled
Monitor logging: level debugging, 0 messages logged, xml disabled
Buffer logging: level debugging, 15 messages logged, xml disabled
Logging Exception size (4096 bytes)
Count and timestamp logging messages: disabled
Trap logging: level informational, 44 message lines logged
Log Buffer (4096 bytes):
*Mar 1 01:01:30.379: %$SYS-5-CONFIG I: Configured from console by console
*Mar 1 01:02:01.755: %SEC-6-IPACCESSLOGS: list 1 permitted 192.168.0.2 4
packets
*Mar 1 01:03:01.751: $SEC-6-IPACCESSLOGS:list 1 denied 12.0.0.1 5packets
R2#

9. FLE. MiXAFfE4 L ACL
(1) 7E#g s R2 2 JRlc BT, B4 interface serial 0/0 Jf [ 4= 3E A\ 4% HC B AL

A, BEAMT2 no ip access-group 1 in JE[FI4MIER 1 5 ACL 7E#% H#s R2 HATH: 1 serial 0/0
FINTT 1] RN, B2 exit I (A1 4R 0] 2142 R B, B T4 no access-list 1 Jf:[1]
MR 15 ACL,

R2 (config) #interface serial 0/0

R2 (config-if) #no ip access-group 1 in

R2 (config-if) #exit

R2 (config) #no access-list 1

(2) 7EMH#S R2 & RNCEA T, BN ip access-list standard STDACL1 Jf:[F1 4= 615 44

FrA “STDACLL” fikr#fEdr % ACL JEHEAMR#EM 4 ACL FLERS, #A M4 permit host
12.0.0.1 Jf A= Se Vil 12.0.0.1/32 M 0, S A 14 deny any J (Rl 4=4E48 fir 705 A
A B A AL, BN AT A exit IR AR0R [H] 2] 4 R E R, B 44 interface serial 0/0 Jf
(A4 N e B, T4 ip access-group STDACLI in FF[AI 428K WA 2 L HIFRET 44
ACL I HH 21 2% th 2% R2 (#4748 serial 0/0 AT IR),  BUFRWIZEEAR AR N 2% tH 2% R2 (1)
ITH: 1 serial 0/0 I iEAT ACL £, BEAf4 end JF[MIZEIR MR F AR, BEA AT 4 show
access-lists ‘7~ L) ACL N % .

R2 (config) #ip access-list standard STDACL1

R2 (config-std-nacl) #permit host 12.0.0.1

(

R2 (config-std-nacl) #deny any

R2 (config-std-nacl) #exit
R2 (config) #interface serial 0/0
R2 (config-if) #ip access-group STDACLl in

(
(
(
R2 (config-if) #end
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R2#show access-lists
Standard IP access list STDACLI1
10 permit 12.0.0.1
20 deny any
(3)7£ PC LAFu5 EAI A MS-DOS 4 ping 12.0.0.2 M 1 2% R2 _EAY ACL TAEFS L.
C:\WINDOWS\system32>ping 12.0.0.2
Pinging 12.0.0.2 with 32 bytes of data:
Reply from 12.0.0.2: Destination net unreachable.
Reply from 12.0.0.2: Destination net unreachable.

.0.2: Destination net unreachable.

0
0
Reply from 12.0
0

Reply from 12.0.0.2: Destination net unreachable.
Ping statistics for 12.0.0.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms
C:\WINDOWS\system32>

(4) 7EH 28 R1 PR AU PRl R BN 14 ping 12.0.0.2 FE[RIZE, MRS H 2% R2 11

ACL TAEH .

Rl#ping 12.0.0.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/35/64 ms

(5) TERGH#S R2 iU T, B4 show access-lists 27~ CVAIEE ) ACL A

LA sl

R2#show access-lists

Standard IP access list STDACLL
10 permit 12.0.0.1 (15 matches)
20 deny any (12 matches)

[LIREEXK]

fajid ACL MR

faiidbrutE ACL B TAEHLI.

5 AL E A E bRfE ACL 1P BRI 4
5 I B iy 44 kv ACL ()25 BRI 4

AW N ==

[sLiIERY]

. TIRY R ACL FR%E .
2. HIEPE ACL ECE . IAE 7k
3. HIEY EM 4 ACL ELE . Bk k.
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[SLiIES]

1. BCEY e ACL XFHUA Ui H i H 2% A A [ R 2 i 55 H5cahs o BB i o
2. BCEY a4 ACL XA UL HH i e AN A1 S 2 ik 55 4 o LA FR 1o

[SHillig#&]

PC TAEui—% (21T Windows XP #:/E & 4t); Dynamips/Dynagen 3K {15 2 ¢ vi W H
8L SecureCRT K o

[EIERE]

TEARSZYEAEE , PC A8 i 18 4 W 24 & L 4% Loopback 0 (i Loop0 B¢ Lo0) FHiE%
HHA% R PO LK P42 fastEthernet 0/0 3%E4% . #%HI 28 R1 321 serial 0/0 Ik HH#% R2
1) serial 0/0 ¥ 1EFE . 5T tHA% R1 FOWIUGTL & 28 PC LAES i telnet F 7 42 2R 4%
FH 25 0 T3 11 3001 SR SEIIL, X % B 2% R2 AR & & PC T AE % telnet 72744 2]
BRI 25 A MR W 11 3002 SKSEHL. b TRLRLES A R2 M8 /N EL, fEEhds R2
AT ANEREE T loopback0 F ¥ & 1P Hudik o 2.2.2.2/32.

SEYIAEE AN 2-15 Pios .

L00:2.2.2.2/32

12.0.0.0/30
S0/0:.1 S0/0:.2

,/CON
192.168.0.0/24 /

Lo0:.2 Pid
TCP:3002_ ~

NN
PC I 1EuG

K 2-15 “Y & ACL B E” sZiFRss

[HEXHR]

B TP Uy ) 42 1 A1 AN AKHE TP £l 0 i) Y b SR e e A5 i 2 £ . 97 e 1P vy ) 4%
HIFNFRAE AT LUK A itk H s, i BT R A s H AR s 15 45 7B, BRI S
K RIENE, MW Z.

e FE A D7 1] 428 1 513 0 7 S A 2D 3R

D, X ARWEEE IR SCHIIATE ) (UiRFIEE), R 1P U7 ) 325513 1 fir 4%
EWOR

ACCESS-LIST access-1list—-number {DENY | PERMIT | REMARK } protocol source

source-wildcard destination destination-wildcard option
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P 1P Ui #7215 (access-list-number) JuFEAT 100~199 £ 2000~2699 2
8] A LUl X AN 2 N AR R S0 . FIARYE IP Dyl sl sl —FE, TN 745 %
D ) $38 1) 51 36 Fe I AT AR A Bl A2 6T ACL TEA) IR « 2 F K1) protocol S8 45
WS U A P AT R B B9, 40 TCP. UDP. ICMP. IP 4. #2 Rk, ] LAREFE ML M
LRI H AR bl SR O AT RERD, BOE R OCHE T ANY . S Sl — 0w SR A

A A AT BT o
$ 20, KR RN B b A R AR O O 2D, TP 5 i) 4L R 4
=W

IP ACCESS-GROUP access-list-number {IN|OUT}

TERCEY R TP U i) 421151 2 I 55 R S 2 LA [l e

o FEUi IR TR T AT LA “eq” REETF R R — % L5 Ak, o m] DLRE e i 1
SVE R . Wi “gt 10247 FoRu 5 KT 10245 F “1t 1024”7 Ry L5 /M1 10245
1M “range 100 200” W F&7R¥ -5 41T 100 F1 200 Z 4]

o EEA, {EREANVI AR I R A AN ERIA K] “DENY ANY 7. FrbL,
WAEREAN VT el 4210 512 1) B J5 — 2% 1B A WAt M 415 H OO FL AR i A5 = Ak 207 2

(L]

1. PC TAE3EW FELE

B PC LAF 4 M 443G e 4% Loopback 0 1) TP MUl fic & ok 192.168.0.2, 1 MRS E A
255.255.255.0, BRIAMCHCLE N 192.168.0.1,

2. &it. % %5 Dynagen F7'E net XAF

P 2-15 it 405 Dynagen JITis Lab 2-7.net S0 X HLRH Cisco 2691 4if% A
€2691-jk9s-mz.123-18a.bin, VEEAHI AR M LA FH v 44 4 ¢2691-jk9s-mz.123-18a.img Jf
B A% C:\Dynamips\images SCAFJE ), WU :
[ ] #Lab 2-7
[ ] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[2691]]

¢ ram = 128
€ image = C:\Dynamips\images\c2691-3k9s-mz.123-18a.img
€ idlepc = 0x604bfef0
| [ [router rl]]
€ model = 2691
€ console = 3001
€ s0/0 = R2 s0/0
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
| [ [router r2]]
€ model = 2691
€ console = 3002

3. BE). BRI HERL. R2
IS 2-1 R PP R IE 8015 B HAs R1. R2,
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4. BLEHHERL. R2AALH

P HE S 2-2 IR BRI E 4 B 8% R1. R2 [RSEARSHL

5. BeEXEHE RI. R24B0 A4

PR 2-15 BB % H 2% R1AHAT8E D serial 0/0 0 IP #uhik (12.0.0.1/30). B&H1%s R2
AT 4% 1 serial 0/0 % 10 TP Huhik (12.0.0.2/30) RIS 2 1 .

6. FLEXR B R2 L4930 =32 loopback)

TERS 2% R2 )4 R B AR, B4 interface loopback 0 A1 4= 13E N2 T BAR X,

N4> ip address 2.2.2.2 255.255.255.255 J-RI A5 BRI () TP kit 2.2.2.2/32,

R2 (config) #interface loopback 0
R2 (config-if) #ip address 2.2.2.2 255.255.255.255

7. BREREE Rl LegHEARE

hTAE S s R1 /] LU BE R 4T 2.2.2.2/32 B, WLAFERG %8s R1 _EiRE 4445
) % F 28 R2 (S o X HLAC B — 45 Fi ) % E 48 R1 TR ER A RS i

e S Rl 4R B, N4 ip route 0.0.0.0 0.0.0.0 12.0.0.2 I 14, W&
FAEARFN L (B EL I T — B 2% th 2% R2 I 54742 1 serial 0/0 [tk

Rl (config) #ip route 0.0.0.0 0.0.0.0 12.0.0.2

8. BLER WA R2 Ley#HARY

h T AEAF R % R2 A LUK B R AT 192.168.0.0/24 BB, THSiAEM A R2 R E
4R R M 2% R FR A .

ER% 2% R2 (4Rl BRI, A4 ip route 192.168.0.0 255.255.255.0 12.0.0.1 Ff:[R1%47,
WE FAEM S 192.168.0.0/24 FIEHR LR —BL B 28 R1 A H4T4% 0 serial 0/0 FyHihL

R2 (config) #ip route 192.168.0.0 255.255.255.0 12.0.0.1
9. i@ MK
(1) FJFH MS-DOS fir4 IPCONFIG ¥ 25 PC T AE 3% 45 9 4% 1% i #% Loopback 0 fJ IP Hb
BEA ELAC B T IE A
(2OFH MS-DOS 74 ping 192.168.0.1 W02 2% tHA§ R1 P8 LUK M4 1 fastEthernet
0/0 IR E o AR BAM),  H HEAR SN T AR 20 BRI AT 4G 5 9 FE08r il 2 e
(3) 7ER% A R PRFAUH P A BN dr 4 ping 12.0.0.2 JFEI%E, WHAEI 2% A R2
(P ERATHE 1 serial 0/0 FRIEIETE . QSR BA MG, 44 AR ST I (0 20 SRIEAT RS 2 T
DR B & %)
(4) FIH MS-DOS 174 ping 2.2.2.2 M2 2% HH 2% R2 I FFATHET serial 0/0 HEE
WREA MR, 3 ARSI T R0 BRI TR A 9 3B A 3 %)
10. B E. MRy & ACL
(D 7EHA R 2RECEBRAT, #Ad2 access-list 100 deny icmp 192.168.0.0
0.0.0.255 host 2.2.2.2 F R4, G54 100 K ACL HHE4805 H 192.168.0.0/24 P B .
H stk A2 2.2.2.2/32 ff) ICMP RAVE R4, BEA A4 access-list 100 permit tcp 192.168.0.0
0.0.0.255 any eq 23 J£[FIZE AP H 192.168.0.0/24 M. FTE HFrishikig TCP 268, Hibr
Uity 1452 23 (telnet AR%5) ML, B4 access-list 100 deny ip any any Jf[FI =46 40 T 5
HAthfiw, B2 end FE PR PIRFAUH P, BEA T4 show access-lists FH1 4= 27
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B ACL %%,
Rl (config) #access-list 100 deny icmp 192.168.0.0 0.0.0.255 host 2.2.2.2
Rl (config) #access-list 100 permit tcp 192.168.0.0 0.0.0.255 any eq 23
Rl (config) #access-list 100 deny ip any any
Rl (config-if) #end
Rl#show access-lists
Extended IP access list 100
10 deny icmp 192.168.0.0 0.0.0.255 host 2.2.2.2
20 permit tcp 192.168.0.0 0.0.0.255 any eq telnet
30 deny ip any any
(2) fEE g R1 &JRECERGUT, B4 interface serial 0/0 F[H4=0E A\ 4% G B
i, B4 ip access-group 100 out I [HI 4K MIA %& MU 100 5 ACL M H 2% 4% R1 1 Hf
ATHE I serial 0/0 Y T7 1), RIS WILEHCS GO HH 2 R R1 A ERATHZ 1 serdal 0/0 IEAT ACL
(SRR
Rl (config) #interface serial 0/0
Rl (config-if) #ip access-group 100 out
(3) ££ PC LAFu EAIH MS-DOS 4 ping 2.2.2.2 MR 11 2% R1 _Ef) ACL TAEFS L.
C:\WINDOWS\system32>ping 2.2.2.2
Pinging 2.2.2.2 with 32 bytes of data:
Reply from 192.168.0.1: Destination net unreachable.
Reply from 192.168.0.1: Destination net unreachable.
Reply from 192.168.0.1: Destination net unreachable.
Reply from 192.168.0.1: Destination net unreachable.
Ping statistics for 2.2.2.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = 0Oms
C:\WINDOWS\system32>
()7E PC TAESs FFIH MS-DOS 4 telnet 2.2.2.2 Mk i #% R1 /) ACL TAEN5 L.

User Access Verification

Password:
R2>
(5) {EB%HEs RTFFRH BT, #EA T4 show access-lists 7 CLAIEE Y ACL W2
P& E XN AN R

Rl#show access-lists

Extended IP access list 100
10 deny icmp 192.168.0.0 0.0.0.255 host 2.2.2.2 (8 matches)
20 permit tcp 192.168.0.0 0.0.0.255 any eq telnet (19 matches)
30 deny ip any any (8 matches)

1. BeE. MRy Ee % ACL

(1) {E Ha% R1 2 RBCERT, S interface serial 0/0 Jf R4 1E A% F1C AR
A, B2 no ip access-group 100 in J[FI 4= MR 100 5 ACL 7E# H#% R1 U HE 17821 serial
0/0 M7 1) BRI, BT 2 exit FFRI AR M2 4 R B A X, 8N4 no access-list 100
I MR 100 5 ACL.
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Rl (config) #interface serial 0/0

Rl (config-if) #no ip access-group 100 out
Rl (config-if) #exit

Rl (config) #no access-list 100

(2) 7EM A R1 A JRlc BT, B ip access-list extended ETDACL1 A 4= 61 44
FrA “ETDACLL” K4 Efn4s ACL JFREAY &4 ACL BUER, HEAfr4 permit icmp
192.168.0.0 0.0.0.255 host 2.2.2.2 FF[AI %= ALV 192.168.0.0/24 M Bt HArtbhitd 2.2.2.2/32
K] ICMP A8 a4, B4 permit tep 192.168.0.0 0.0.0.255 host 2.2.2.2 eq telnet F£[0] %4 7t
VEUE H 192.168.0.0/24 WBL. HFrHihkfE 2.2.2.2/32 [ telnet Hi4fi 10, 4 A fir4 deny ip any any
I IR g pr Ay HAb R R, B2 end I RI 23R [PIRFBUH PR, BEA A4 show access-lists
WoR B ACL WA
Rl (config) #ip access-list extended ETDACL1
Rl (config-ext-nacl) #permit icmp 192.168.0.0 0.0.0.255 host 2.2.2.2
Rl (config-ext-nacl) #permit tcp 192.168.0.0 0.0.0.255 host 2.2.2.2 eq telnet
Rl (config-ext-nacl) #deny ip any any
Rl (config-std-nacl) #end
Rl#show access-list
Extended IP access list ETDACLL
10 permit icmp 192.168.0.0 0.0.0.255 host 2.2.2.2
20 permit tcp 192.168.0.0 0.0.0.255 host 2.2.2.2 egq telnet
30 deny ip any any
(3) 7Edthds R1 2RACER TR, B2 interface serial 0/0 J R 7=k A2 G AR
X, B4 ip access-group ETDACLI out JF [FI4=4 WA & SLHIY s 2 ACL N 21| 2% 25
R1 W ATH I serial 0/0 (R J7 0], RI4RHIZEEE G H B d1 28 R1 B HATHE D serial 0/0 I3
1T ACL k5.
Rl (config) #interface serial 0/0
Rl (config-if) #ip access-group ETDACLl out
(4) 7F PC TAE%, b4 51 ping 2.2.2.2 F1 12.0.0.2 MK HH#% R2 1) ACL T/ERE UL,
C:\WINDOWS\system32>ping 2.2.2.2
Pinging 2.2.2.2 with 32 bytes of data:
Reply from 2.2.2.2: bytes=32 time=69ms TTL=254
Reply from 2.2.2.2: bytes=32 time=46ms TTL=254
Reply from 2.2.2.2: bytes=32 time=46ms TTL=254
Reply from 2.2.2.2: bytes=32 time=15ms TTL=254
Ping statistics for 2.2.2.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 15ms, Maximum = 69ms, Average = 44ms
C:\WINDOWS\system32>ping 12.0.0.2
Pinging 12.0.0.2 with 32 bytes of data:
Reply from 192.168.0.1:
Reply from 192.168.0.1:
Reply from 192.168.0.1: Destination net unreachable.
Reply from 192.168.0.1:

Destination net unreachable.

Destination net unreachable.

Destination net unreachable.
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Ping statistics for 12.0.0.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms
C:\WINDOWS\system32>

(5) 7£ PC TAEul I telnet 2.2.2.2 A% i 2% R1 B ACL TAEH M-

User Access Verification
Password:
R2>

(6) 7 PC TAEu | telnet 12.0.0.2 MIREK fH#F R1_E) ACL TAES ML,
C:\WINDOWS\system32>telnet 12.0.0.2
IEAEIERR] 12.0.0. 2. OAERFTIF BRI MUIES:,  fEuill 23 @RI

(7) {ERgth#s R1FFBUH PR, B4 show access-lists ‘27 CLAIEE ) ACL %

PS& A IR A R
Rl#show access-lists
Extended IP access list ETDACL1
10 permit icmp 192.168.0.0 0.0.0.255 host 2.2.2.2 (4 matches)

20 permit tcp 192.168.0.0 0.0.0.255 host 2.2.2.2 eq telnet (19 matches)
30 deny ip any any (14 matches)

[LIREEXK]

. AP ACL [ TAENLEL.
2. SHREY E ACL KB4 .
3. BHEEY a4 ACL M2 BRAm 2.

Sl 2-8  InsE i A S g

[sLiIERY]

BRI R SR A T SR E T R
2. AR e A A BLAE BN AR R ) i

[SLiIES]

. T A B SR AGIE
2. BCEAHIC ACL A2 %) 5 Fh s 17 B B 0 LA B 361

[SHillig#&]

PC TAEui—% (21T Windows XP #:4E & 4t); Dynamips/Dynagen 3K {15 #E 2 Z¢vi W H
8L SecureCRT K o

[SLiIERER]

SEYIIABE W 2-16 Fix.



Yo% BHBEAARBEAMHBELLAEERE

con s 12.0.0.0/30
WY S0/0:.1 S0/0:.2
/ .
/
192.168.0.0/24 /
Lo0:.2 7

TCP:3002_ -~

N
PC T {E s

Kl2-16  “hnamis hids gk cath” Sailrsg

[HEXHR]

BONTEOLT, X MEFLZeom 26 110 6 A IE (Authentication) 5 2 ] BRI A AUE (IS
e login JH HILThRE, BB b 1 Bsmc e &G mnei v (vl sedt, —fodhil i &
KA A NG IAUE T . ERCE T 8 a8 A S YGRS, PRI FE R 45 5 %
PR, BTSRRI A AL, BRI AN I P 4

T InsEEE A BB Ay, B nT LU AR IR telnet ij [l (A7 B0 AR . 1Xw]
DUAS Ui 1) 815 A AT VTY U il #aHi]

(L ER]

1. PC TAE3EM FELE

¥ PC LAF 4 M 443G I 4% Loopback 0 1) TP HUhikfic & ok 192.168.0.2, 1 MRS E A
255.255.255.0, BRIAMIOCHLE A 192.168.0.1

2. &it. % %5 Dynagen F7'E net XAF

F W 2-16 BEil. %5 Dynagen fTis Lab 2-8.net U1 (IX HLURHA Cisco 2691 #if%
€2691-jk9s-mz.123-18a.bin, VEEAHI AR M LA FHdr 44 4 ¢2691-jk9s-mz.123-18a.img Jf
B A2 C:\Dynamips\images CAFJE ), WU :
[ ] #Lab 2-8

[ ] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[2691]]

® ram = 128

€ image = C:\Dynamips\images\c2691-3k9s-mz.123-18a.img

€ idlepc = 0x604bfef0
| [ [router rl]]

€ model = 2691

€ console = 3001

€ s0/0 = R2 s0/0
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
| [ [router r2]]
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€ nodel = 2691
€ console = 3002

3. B#. BFEx#EHRL. R2

FcHRSI 2-1 R ER S I G R B A% R1. R2.

4. BB HERL. R2AALH

F B S 2-2 IR BRI E % B 8% R1. R2 [RSEASHL

5. BeEXEE RL. R24B0 A4

PR 2-16 e E % H#s R1AHAT8E D serial 0/0 #:0 IP #uhik (12.0.0.1/30). #& 128 R2
AT 4% 1 serial 0/0 % 10 TP Huhik (12.0.0.2/30) RIS 2 1 .

6. BLEHRBR R2 LeyHARE

h T AEAF R % R2 A LUK B R AT 192.168.0.0/24 BB, THSEiAEM A R2 R E
ZAR B 2% RIS .

e 28 R2 4 RGBT, B4 ip route 192.168.0.0 255.255.255.0 12.0.0.1 Ff[1]
X, BCE R 192.168.0.0/24 AHRALI N — B2 28 R1 R ATH2 1 serial 0/0 [FHbhE,

R2 (config) #ip route 192.168.0.0 255.255.255.0 12.0.0.1
7. BN
(1) FJH MS-DOS 74 ipconfig 7 PC TAF i & 5 M 4 1% i #% Loopback 0 1) IP bk
R B AT IR
(2OFH MS-DOS 74 ping 192.168.0.1 W02 2% tHAS R1 ) PIs LUK M 4% 1 fastEthernet
0/0 FRIEEEYE . WRBAT MR, 2 FEA SN i ) 20 BRI T A & 0T BRIl H 2 )
(3) fEHAF R1 FRFAUT BN A A2 ping 12.0.0.2 JF (A7, IS #S d14% R2
AT 4 1 serial 0/0 FRUEEIEME. W AR B MGUKL), 44 A ST I )22 SRBEATAS 200 F 08
I L ey
(4) FIH MS-DOS 174 ping 12.0.0.2 WK 2% fH 2% R2 [ H: 4742 1 serial 0/0 FIEE M
DR ST, 4% A SN T P20 SR EA A, 20 0 F i 22 o
8. ELE. MXAMYMINE
(1) 7E# s RUFFAUT U, BEA AT telnet 12.0.0.2 JF 14, H A4 cisco Jf
M43 5 2% thas R2, B4 enable JE[M1%4, A4 cisco HHMI4HE A s R2 HIFF
BOH AR, BEA T4 exit B H B A% R2 (0] 208 d1 4% R1TAOREBUHE A,
Rl#telnet 12.0.0.2
Trying 12.0.0.2 ... Open
User Access Verification
Password:
R2>enable
Password:
R2#exit
[Connection to 12.0.0.2 closed by foreign host]
R1#

(2) TERSH#S R2 &Rl ERAT, B A4 username usrl password usrlpwd Ff:[A1 4=
SEARHUA 44 usrl, X404 usrlpwd, SEA T4 line vty 0 4 9] 425 6 21 iz 400 28 i £ Tic
EA, BG4 login local Jf [HI4-Ks M 2 om £k RIBRIN B3 AE T X (A 0IE) O A
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HIAIE o
R2 (config) #username usrl password usrlpwd
R2 (config)#line vty 0 4
R2 (config-line) #login local

(3) fEE A R1FRFBUH AR, BEA T4 telnet 12.0.0.2 Jf A%, HAH 744 usrl
FEFIE, A4 usrlpwd FF[FI 45 5 21 2% 2% R2, B A4 enable JF[FI %4, #1014 cisco
FFRIZERENE thas R2 FURFBOT R, BEA A2 exit I 140 H K b e R2 (0151 #% 1 2% R1
AR AR

Rl#telnet 12.0.0.2

Trying 12.0.0.2 ... Open

User Access Verification

Username: usrl

Password:

R2>enable

Password:

R2#exit

[Connection to 12.0.0.2 closed by foreign host]
R1#

9. BLE. MX telnet 17 P14 & R4

(1) 7 PC TAEuk | telnet 12.0.0.2 % h 2% R2 _EAUAIRSS1E
User Access Verification

Username: usrl

Password:
R2>

(2) {EEE A R2 2 Rle B UT, BT 4 access-list 1 permit 192.168.0.0 0.0.0.255 Jf
MI%, G50 1 ke ACL IF RVFK H 192.168.0.0/24 BB, BN 4 line vty
0 4 Jf [AI 4= 0 30 AU 28 i 2 M0 B A S, BN A2 access-class 1 in Jf R 424 Bk ACL v 3|
REFU L0 45 o
R2 (config) #access-list 1 permit 192.168.0.0 0.0.0.255

R2 (config)#line vty 0 4
R2 (config-line) #access-class 1 in

(3) 7£ PC TAEuli I telnet 12.0.0.2 I3t 2% R2 _Evj W) TR A) A TAE TS o

User Access Verification
Username: usrl

Password:
R2>
(4) 7Edt b RUFFAUH BT, B2 telnet 12.0.0.2 I [I4=HIKES th 2% R2 V)
) S8 ) B ARG

Rl#telnet 12.0.0.2
Trying 12.0.0.2 ...

% Connection refused by remote host
R1#
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[LIREEXK]
1. 5 e A SR R R B D B 2
2. 5 H X i e s PR BELAE N LA B TR )25 AN i

szl 2-9  HTTP/HTTPS/SSH Jit &

[sLiIERY]

1. HRIF R/ 2% F HTTP RS AOBC & 7.

2. HIEE S F HTTPS RS R & 712

3. 4R K i ge b SSH RS Il & 7 v

4. HP2LL SSH Jy 3y in) 4% b 2% 1 77725
[LifES]

1. JFa/em. At as & HTTP kRS .
2. JA . WA # E HTTPS [R5 -
3. A, DA B8 - SSH RS -

[Lilig&]
PC TAEui—% (21T Windows XP #:/E & 4t); Dynamips/Dynagen 3K {15 2 2 vi W H
8L SecureCRT K o
[EiIERE]

SEYIIABE W 2-17 B

con A 12.0.0.0/30
WY S0/0:.1 S0/0:.2
/ .
/ J/coN
|\ TCP:3001 192.168.0.0/24 //
\ Lo0:.2

TCP:3002_ -~

N
PC I 1EuG

K 2-17 “HTTP/HTTPS/SSH fit & ” szl #Rks

[#EX5R]
i T3 CLI fn 2471107 SORBC & B A 4N, T0S b $ it T8N AU i HTTP S ifi v in)



$o% BHBEAARELMMBEZAYHERE

J7a, TrEM S E BN B P as . P P LUE G HTTP 58 HTTPS J7 2CRE B HH A%

FEFES IR A 10S 71, Cisco i H1 8% 1) HTTP 2 B 7 20AE BRI I FoAl TR a5 2E 0 UE 28
g NN ] IA R B 1 TP Mk, JES N IR 00 45 A RE 8 J5 st nT LALL HTTP J5 50k
Uy B A T .

AT DU e R E S Y PR 7 48 R i gy A5 HTTP Uy el J7 U e 4k, el LA
Wit ACL BRI HTTP Ui A7 & . (HRE W] LUmRE A Ty omisk th 5 10 HTTP 5 0] ¢ 4,
HTTP thil A G IR AL ettt HAm S H N A E A IR, BEZ G
Wro BRI, —MCa OGS A B0 HTTP IRS5. W RARZI DL —Fhe 410 )7 XA H HTTP J7
V7 ) S, Ay DA s RS i A4 HTTP JIRSS, Bl HTTPS, i iEBiliE, #913c i
SEFR IS HTTP 2335 08l o

LAk, ARG 22 BN 2% 15 5 SCHFITGRE S SRt telnet, {H T telnet W3R 2504 G 7E
2 FORWISCAE ), (eI RN FARSE S 4 sniffer HTWT, BRK R Z IR N 45 1% %% TR
YN 42 ) SSH (Secure Shell) B fE & 5% 7 Ko

SSH JIR 258 FH TCP Vs i) 22 ‘5o 1, 257 i 400 RS SR 5 MRS 24552 A4,
PRI v, B JE BT A BB S A I i (] DES. 3DES 258535, SSH W
2 ANFEERRA, B SSHvl. SSHv2.

Cisco % B ANMH T LIAE Yy SSH R 45 2%t , 18 1] LAER SSH 2 /3 L SSH. 5 58 S 2l
oAb 25 52 5% Lo

(L]

1. PC TAE3EW FELE

¥ PC LAF 4 M 443G e 4% Loopback 0 1) TP HuUhikfic & ok 192.168.0.2, 1 MRS E A
255.255.255.0, BRIAMIOCHLE A 192.168.0.1

2. &it. % %5 Dynagen F7'E net XAF

F I 2-17 it 405 Dynagen JITi Lab 2-9.net S (X HLRH Cisco 2691 4if% (A
c2691-advsecurityk9-mz.124-11.T2.bin, 3 2 A8 H R FLAR R 46 F 6y 44 4 ¢2691-advsecurityk9-

mz.124-11.T2.img J-K LA H %] C:\Dynamips\images AER ), PZAUIT:
® #Lab 2-9

L] autostart = False

[ ] [localhost]
B workingdir = C:\Dynamips\tmp
| [[2691]]

® ram = 128
€ image = C:\Dynamips\images\c2691-advsecurityk9-mz.124-11.T2.img
€ idlepc = 0x60c1054c
| [ [router rl]]
€ model = 2691
€ console = 3001
€ s0/0 = R2 s0/0
B f0/0 = NIO gen eth:\Device\NPF {910A39C1-3C12-48AF-AFF6-D8C98160D749}
| [ [router r2]]
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€ nodel = 2691
€ console = 3002

3. B#. BFEx#EHRL. R2

FEIR S 2-1 PR S B I 5 B A% R1. R2,

4. BB HERL. R2AALH

FERSN 2-2 D BRI B K A R1. R2 MEARSHL

5. BeEXEE RL. R24B0 A4

TR 2-17 B & 2% R1AHATH D serial 0/0 #%0 IP #uhik (12.0.0.1/30). #&H1%s R2
AT 4% 1 serial 0/0 % 10 TP Huhik (12.0.0.2/30) RIS 2 1 .

6. BLEHRBR R2 LeyHARE

h T AEAS S 2% R2 AT LB EHE LR AT 192.168.0.0/24 BB, THSEiAE A R2 EE
SRR M 2% R FR A .

E M2 R2 4 R B RGN R, BNy ip route 192.168.0.0 255.255.255.0 12.0.0.1
FERIZE, B 24T W4 192.168.0.0/24 F R A1) T — Bt B s R1 B9 HRATHZ1 serial 0/0
) Hs b1k o

R2 (config) #ip route 192.168.0.0 255.255.255.0 12.0.0.1

7. A

(1) FJFH MS-DOS 114 IPCONFIG ¥ 25 PC T AE 1% 45 % 4% 1% i #% Loopback 0 fJ IP Hb
BEAS B E A IE A

(2OFH MS-DOS 74 ping 192.168.0.1 W02 2% tHAS R1 ) PIs LUK M4 11 fastEthernet
0/0 FIIEIE T o AN SR BA MG, JRAR ST I R 20 BRIEA TR 25 - FH R 2 e ) o

(3) fEEHA RT BRI AT 4 ping 12.0.0.2 JF[E1%E, MHASE 25 R2
(PR ATHE 1 serial 0/0 FRIEIETE . QSR BA MG, 44 AR ST I (0 20 SRIEAT RS 2 T
MR E 2 %)

(4) FIH MS-DOS 174 ping 12.0.0.2 WK 2% fH 2% R2 [ H: 4742 1 serial 0/0 FIEE M
WREA MR, e ARSI T A2 BRI TR A 9 JF A 5 %

8. BLE. MK HTTP R4

(1) TERS 7S R2 AU T, B A4 show running-config | include http server Jf
0] 425 F A 108 % HTTP R4S I ER AL & -

R2#show running-config | include http EEH.12.0.0.2
server
ip http server
(2) 75 PC TARSEFT RS BR300 28 tevt_15 s
HhERE A B A R2 1) AT 8 serial 0/0 ) IP :zf }i* ﬂ
Hihk (12.0.02) FEFIZE, (EBLH “SERE.7 X =
TEHE PR T P 44 2 L, A T e 5
Ccisco), ik “Hfie ” HiHLF LA HTTP J5 5kl 1) -

e, & 2-18 FIE 2-19 fizs.
K 2-18  Fr A INZE AL RE 20



A R2 Home Page — Nicrosoft Internet Explorer
@ WEE BFEW W@ TAD WO I

> O HRBAG P e @R SBEUL

1ok ) [@erp /12, 0.0.2/ B R

Cisco Systems

Accessing Cisco 2691 "R2”

Show diagnostic log - display the diagnostic log.
Nonitor the router - HTHL access to the command line interfacs at
level 0,1,2,3,4,56,7,89,10,11,12,13,14,15

Show tech-support - display information commonly nesded by tech
support.
Extended Ping - Send extended ping commands.

Qo8 Device Manager - Configure and monitor QoS through the web
interface.

&= @ Internet

K& 2-19 LLHTTP J5 k5 [l #% o

(3) 7ER% A% R2 RO PT84 show ip http server status ‘27~ fH#s R2 |
(] HTTP/HTTPS iR S5 RAE B o VEROWEE A4 P DR 5 A48 70 o
R2#show ip http server status
HTTP server status: Enabled
HTTP server port: 80

HTTP server authentication method: enable

HTTP server access class: 0

HTTP server base path:

Maximum number of concurrent server connections allowed: 5
Server idle time-out: 180 seconds

Server life time-out: 180 seconds

Maximum number of requests allowed on a connection: 1

HTTP secure server capability: Present

HTTP secure server status: Disabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5
rc4-128-sha

HTTP secure server client authentication: Disabled

HTTP secure server trustpoint:

(4) 7EH A R2 2RI ERT, B A4 access-list 1 permit host 192.168.0.2 Ff:[A[4=
QIS 54 1 IFRHE ACL, SLVFURE IP Mkl 192.168.0.2 LMLV IF), $EA A4 access-list
1 deny any Jf[R[Z=4E40 A3 Y5 H AR TP Hohik ¥ V5 in), B4 ip http access-class 1 Jf[H 421
BRGS0 1K ACL K200 B FH A8 R2 1f) HTTP V)

R2 (config) #access-list 1 permit host 192.168.0.2

R2 (config) #access-list 1 deny any
R2 (config) #ip http access-class 1

(5) ¥ PC LAk (38 M 2% 18 il %% Loopback 0 [ IP #uhi- E ek 192.168.0.3, T M
T FER A WY G RIFAAL o FRHT 0 WA PP U7 1) 2% FH #8 R2 (1 ERATHE 1 serial 0/0 (1) TP bk
(12.0.0.2) FFRIZE, ML AP “ IR RM 00”7 115 S
9. BE. MK http 37 1% §WIAIEF X,
(1) ¥ PC LAk (38 5 M 2515 il %% Loopback 0 [ IP #uhi- E ek 192.168.0.2, 1 M
T FTER A P G ORFFAAL



e EPEET TS SN TES U ESE e

(D) TEHE 3y R2 2 JRlic B AT, 8 A\ #iv2 username usr] privilege 15 password usrlpwd
IR AN 15 2. 7 4 usrls XN E4 04 usrlpwd (AHHT ™, BEA A4 ip
http authentication local Jf[F] 4= 152 B4 B HH#s R2 11 HTTP JIRk45 19 5 43Uk 75 XA H A GIE o

R2 (config) #username usrl privilege 15 password usrlpwd
R2 (config) #ip http authentication local

(3) {E PC TAESHTHF I B2 FE)Y, e VoA Hhhb A vh i N 6 B 28 R2 K B AT 1 serial
0/0 (1) IP Hidik (12.0.0.2) Jf[ml%=, RSty “3Es)..” MEHES, AP 400 usrl, 4
NES Ky usrlpwd, Hily “Hfe” )5 L HTTP J7 2RV n) 3% i 4%
10. %F) HTTP Mk 4%
(D) {EB% s R2 2 JRRERUT, A4 no ip hitp server J [FI4= ¢ % HH #% R2 |
] HTTP %% .

R2 (config) #no ip http server
(2) 771 PC TARuGHIN SRR, JFU5 iRl B4 i ds R2 HIAATHE D serial 0/0 () 1P ik
(12.0.0.2) JFIEl%, WER AR “ Tk B M i 15 R
11. #E. %X HTTPS k%
(1) fEEE 78 R2 2R B BT, B4 ip domain-name mydomain.com Jf [ 4= 15
B 28 R2 19344 4“ mydomain.com”, 8 A4 ip http secure-server J[F]% )5 B HTTPS /%5,
B4 crypto key generate rsa Jf:[H1 474 HTTPS Jr 75 1) RSA 8%, MK HA RSA %
PIKEERS, N 1024 A7 JFRIZ58 M HTTPS IACE . 48 AR5, il 6 < B SSH RS
BoR HI3R7R, RO S a2 f b DR 7 A o
R2 (config) #user httpsusr privilege 15 password passwd
R2 (config) #ip domain-name mydomain.com
R2 (config) #ip http secure-server
R2 (config) #crypto key generate rsa
The name for the keys will be: R2.mydomain.com
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.
How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys ...[OK]
R2 (config) #
*Mar 1 07:33:37.890: %SSH-5-ENABLED: SSH 1.5 has been enabled
R2 (config) #

(2) 7EM H 78 R2 RFBUH P AR, HEA i 4 show ip http server secure status Jf[F] 4= i 7
P 2% R2 _E ) HTTPS IRSHIRAE .

R2#show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5
rc4-128-sha

HTTP secure server client authentication: Disabled

HTTP secure server trustpoint:



#2% papiinErkurzse2nE D

(3) 7£ PC TAESSFT M S AT, 7o s A= i N “https://12.0.0.27 Jf R4,
FEFUH I e A SHEHEP L I SR, W 2-20 B, 7EREJG S0 1 Iz
.7 MUEHEREI A P 4R usrl, BN usrlpwd, W1 2-21 . By “Hfie” 1%
#HJ5 BA HTTPS J7 2K ) % FH A%

¥EEH 12.0.0.2
2

O ZOMSTAREETLRREASEAEY. BES i,
T HMEERAEE i

A

M EESEDHEEEEEE Fa L Elie. TUES

IERLERE S S = 2RI Level 15_scesss
p ERETREIATRLN. APE € uert v
T () [k |
& ETBEREHTR , BE 58S, T
ATy
21 | [EFrfw | [ me ][ mE |
Kl 2-20  “ R XGE K221 S A AN E R

(4) {EHHA R2 R ER T, A4 ip http secure-port 4444 Jf-[5] 4K HTTPS
MR 25 it 1 50K 4444 CERIA K 443D,
R2 (config) #ip http secure-port 4444
(5) 7£ PC TAESSFT M S A TR, 7o S as A= i N “https://12.0.0.27 R4,
PN R N B PR Pt T L DA N DK (=10 = NP i S P < [V L e Sl TN
“https://12.0.0.2:4444” JF[H14, FEdH ) RS AEHESR AR P A0 usrl, FIANE
ik usrlpwd, By “HfiE " LIS DL 15 4444 Vi) % B85 R2 B HTTPS )45
12. A& . MK SSH RS
(1) 7EH H A8 R2 2 RECER T, # A @4 ip domain-name mydomain.com Jf[A| =15 B
A R2 344 “mydomain.com”, ## A iy 4 username sshusr privilege 15 password
sshusrpwd J[A1 448 37 22 9 0y 15 [AHLA J* sshusr, 1424 sshusrpwd, B A4 line vty 0 4
FEIZEHEN VTY ZEBsie B, B2 login local 101425 A A P 44, OAIAE, B
A4 exit IF A7 R 2 42 R le &AL, BEN T4 crypto key generate rsa Jf[F| 4= HTTPS T
) RSA BP0, MZRAi AN RSA B LR, SN 1024 A7 JF %58 1 SSH HIRC & . 9%
P )m, fEdl G Bl SSH RS PR, VERI S a4 b A IepL = A5 50
R2 (config) #ip domain-name mydomain.com
R2(conf1g)#username sshusr privilege 15 password sshusrpwd
2 (config)#line vty 0 4
R2(conflg line) #login local
R2 (config-line) #exit
R2 (config) #crypto key generate rsa
The name for the keys will be: R2.mydomain.com
Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.
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How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
R2 (config) #

*Mar 1 00:02:45.567: %SSH-5-ENABLED: SSH 1.99 has been enabled

R2 (config) #

(DFEH A% R2 FBUH AR, B A4 show ip ssh Jf [ 4= Bositk hi e R2 _1H SSH
&R EPS

R2#show ip ssh
SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

(3) JB3h PC TAEu ) SecureCRT 4, #& SecureCRT T YT ——
FLR by PR bR, Wik 2-22 Bis . 7ERE G 5 H A Bk jjf;? ;‘E@ Sﬂ)
HOER” MGHED, EREPMCEEALY SSHI, F AR th 2% R2 1 1P e

ik (12.0.0.2), A4, REFFABETOVEME, i “H pgoo  “pusep” &
7 fl ks, i 2-23 s

R 3

LB : |ssH1 v
FHEm: [lz00.2 |

wO@: |2 BE® : [ v

HAP&an: Esshusr |

B HiE —
o ﬂ A
sk = =
|nATTS ! J
[ Bahe ST tiEiERS o) RBEEEW
[Pl E—TrEPITH T
[ =& | =E

K 223 “PeEERE” XHEHE

(4) BlJm b o ), xR BV PIRORAA 730, Wl 2-24 Pros, akdE < 1%
IR BCCRRIRAE T GRS,

FEEHlEd

HE%%‘%E&‘EHIM%’%E%T?EZEIMW%E HEEEP
12002 (12.00.2), @m0 22 BEAIEETHER.
FA AT AR A D “ihi” &
H HEREEA TR E 8.

B REY AR EN.

IRSE BRRUEAMATERES! IS hash) :
ed Ba: ££:85:d9:30:d1:£4:a9:3d:29:2£:97:19:31:60

:O-“
TJEB}%

| BEHEFE) Bl

AEFhQ

K224 B EHVED]” XRHE

(5) LER R ROHE R N 1D 4, Ly R SEIRSE, Wil 2-25 Fos. Wik
B4 TR, W2 Bl SSH ﬁfﬁﬁi%ﬁ‘%?dﬁ%ﬂﬂ%&, e 2-26 Fios.



BAES )OS 3

fl)#ls:ll’gf.ﬂ.ﬂ.z BE—A%. FHERA T EEE EE N EWO f‘ﬁ@) B E)
Wil HBEADR Q BES
RAPE W st [ Im [Ige [l1z0.002
O E) : ********* |
[IEFE4 )
K225 fAL4 Kl 2-26 L SSH 75\ & s B 2%

(6) fE# H#F R2 FrBUH AT, S A4 show ssh I [BI7= 7 4 I ssh IR 55 % 1%
R, TR A2 IR A8 23
R2#show ssh
Connection Version Encryption State Username
0 1.5 3DES Session started sshusr

%No SSHv2 server connections running.

(7) fEgg s RUFEAUT U, B4 ssh -1 sshusr 12.0.0.2 I [R14=, 7R A E#f
FI% L 5, PAR P 44 sshusr Bk HAF R2.
Rl#ssh -1 sshusr 12.0.0.2
Password:
R2#

(8) 7Bt hds R2 ARRCERUT, BAM2 line vty 0 4 JFRIZEHEAN VTY LRHiC EAL
10, BEA T4 transport input ssh Jf- [R5 E VTY itk 452 SSH 7 U5k
R2 (config)#line vty 0 4
R2 (config-line) #transport input ssh
(9) {EEEHA RTFAH P BT, B4 telnet 12.0.0.2 JF R[4 54K A telnet J7 A6
SR AT R2.
Rl#telnet 12.0.0.2

Trying 12.0.0.2 ...
% Connection refused by remote host

R1#
(10) {EEg A R2 2 JmALERiUT, B4 ip ssh version 2 Jf[FIZ= & B A SSH k5%
PIRRAS T A 26

R2 (config) #ip ssh version 2
QD (5T E (3) ~ (5), £ SecureCRT AR BIEE “HediiER:”, ANFRIMFEAK

EFEERL Y SSH2. fELL SSH 7 sUi U & sk 2Bk th a8 R2 5, BEAfr4 show ip ssh Jf[H]
R R A R2 EA) SSH IRSSIRSE S . BEA A4 show ssh IF[H14 7= {1 ssh k45 43
FOIRAS, T ROUSE AT 24 H A I Do A4 23

R2#show ip ssh

SSH Enabled - version 2.0

Authentication timeout: 120 secs; Authentication retries: 3

R2#show ssh

Connection Version Mode Encryption Hmac State Username

0 2.0 IN aes256-cbc hmac-shal Session started sshusr

0 2.0 OUT aes256-cbc hmac-shal Session started sshusr




P4 HoAR—H . A AR A S M
%No SSHvl server connections running.
[LillREEK]

1. SHIECE. st a8 L HTTP IRk 55 1L B A &
2. HHECE. MK H @ L HTTPS k55 19D B 62 .
3. GHRCE. I A b SSH RS H AL BRI 6 2



